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Q) WHAT IS OPERATING SYSTEM?

Ans: Operating System is a group of program that controls all
the operation of computer system and its components. An
operating system is an integrated set of specialized programs
that is used to manage the resources and overall operation of a
computer. A computer can do nothing without operating
system. Operating System must be installed on every computer.
User interacts with computer through Operating System. When
computer is turned on, the operating system runs and checks
that all parts of the computer are functioning properly.

Operating system manages all operation on computer after
loading.

Some popular operating system is IBM PC-DOS, MS-DOS,
UNIX, XENIX, LINUX, WINDOWS-98. WINDOWS-2000,
OS8/2, and WINDOWS-XP. perfect24u.ocm

CLASSIFICATION/TYPES OF OPERATING SYSTEM.

Operating system is classified according to the following
criteria’s.
i-Single User Operating System .ii- Multi User OperQating
System. il Time Shared System
i SINGLE USER OPERATING SYSTEM.
Single User Operating system allows only one user to use the
system. For Micro-computer single user operating system offer
the following function.

1- Initialization of System in which the OS must have initial
loader program to initialize the system properly

2- File Management An operating system contains file
management programs that control the creation, deletion, and
access of files of data and program

3-Memory management. In type of operating system, this
memory management is simple, as only one application is

executed at one time. If there is anther application to be run the

previous is remove from the memory.
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4- Input Output management: I/O management in this
type of O.S is more simpler as compare to other because one
I/O device is made active at a time.

ii.  MULTI USER OPERATING SYSTEM .

Multi User Operating system allow more then one user at a
time to use the system.

The function provide by OS are:-

1- Initialization.

Initialization is more complex than single user operating
system because it is possible that more than one computer be
initialized by server.

2- File Management.

File Management is more complex in this case because a
file maybe access or shared by more than one user. If a user 1s
using currently a file and another user also trying to access this
file than it is duty of opergerfect24um dehock the file for other
user and also set Security (permissions) on file also share a file
to available it on Network

3- Memory management

available memory of server is divided among d.lﬁ'eren:t
user the rest of memory management is the same as the single
OS. It also uses a technique called paging to allow your
computer to run more programs than its physical memory by
storing memory pages not currently in use on a mass storage
device called virtual memory

4- Input Output Management.

It is also complex because more than one devices manage by
OS

5-Resource Management
Resources (Printer, CD Drive, Floppy Drive etc are available to
all user on network)these Device can be share to access from
other computer. | =

6- Process Management. In multi-user operating
system more then one application are exe:cuted at a time this
capability is called multitasking.
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7- Processor Management., In multi-user operating .
System more then one user connected to the system. Hence the
processing speed must be fast to manage all user requests. For .
this reason a system must have more the one processor. multi- |
user system has capability to manage all these processors.

8- Communication Management
In multi-user operating system one computer is connected with |
more then one systems. Hence it has capability to create new |
USET, groups and assign Passwords, and permissions |, |

i TIME SHARED SYSTEM- |

It usually consists of 2 “dump” type terminal connected by

data lines to a centralized Micro-Computer based system that
controls all operations. '

Q) DISCUSS MAJOR PAR FS#dVATIGOWROLE OF :
OPERATING _

SYSTEM FUNCTIONS/ROLE | '

An OS performs the following basic functions in the operation
of computer system:

BOOTING

Booting is a process of stai'ting the computer. Operating system
the computer to work. It checks the computer and makes it |
ready to work. There are two type of booting

* Cold Boot: When computer is turned on by on/off button
it is called cold boot.

* Warm Boot: When computer 1s restarted, it is called
warm boot.

The User Interface. User interface is used to interact with |
computer. User interface controls how you enter data and

instructions and how information is displayed on the screen.
Three main types of user interfaces
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e Command-driven:- In command-line user interface the
user enter data and instructions by typing keyword or
pressing special keys on keyboard.

« Menu-Driven interface: In menu-driven interface, the
user enter data and instruction by using menu. It is easier
to use. |

o Graphical User Interface: graphical user interface 1s a
visual environment that is used by the user to
communicate with computer. It uses windows, icon,,
menu and other graphical objects to issue commands.

The trend towards an easy-l0-use graphical user interface
(GUI), which uses icon, bars, button, boxes and images. GUI
applies by the pointing devices like the electronic mouse etc.

Resource Management. An operating system uses a variety of
resource management pIQEHﬁ'ﬁtZ&LhmTﬁge the hardware and
networking resources of a computer system, including its CPU,
memory, secondary storage devices, telecommunications
processors and input/output peripherals. For example,
management programs keep track of where data and programs

are stored.

Memory Management: Memory management is a process of

optimizing the use of main memory. RAM is used to store data
and instructions temporarily during execution. Operating system

allocates memory area to different programs. The allocated
memory area is de-allocated when the program finishes.

File Management. An operating system contains file
management programs that control the creation, deletion, and
sccess of files of data and program. File management also
keeping track of the physical location of files on magnetic disks
and other secondary storage devices. |
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Task management/Job scheduling. The task management
programs of an operating system manage the completion of the
job of end users. They give each task a slice of a CPU’s time
and interrupt the CPU operations to substitute other tasks. Task
mahagement may involve a multitasking capability where
several computing tasks can occur at the same time.

New microcomputer operating system and most minicomputer
and mainframe operating systems provide a multitasking
capability. With multitasking, end user can do two or more

operation (e. keyboard and printing) or use of application (e.g
Ms-Word, Excel) concurrently, that is at the same time.

A single CPU can run a number of programs at the same time.
The numbers of program that can be run concurrently depend
on the amount of memory that is available and the amount of
processing each job demands. That is because a microprocessor
(or CPU) can become _0{9@{5%9@14%9&@00 many jobs and
provide unacceptably slow response. Multitasking allow end
user to easily switch from one application to another.

Monitoring Performance

Operating system also monitors the performance of the
computer. A performance monitor is a program that checks and
reports information about different Systems resources and
devices. For example it monitors the processor, disk. memory,
and network.

Accessing the Web |

Operating system provides the facility to connect to the Web. It
guides the user to set up a connection between computer and
Internet Service Providers. Some operating system provides the
facilities of Web browser and email program.

Administering Security |

Operating system manages the security of computer system as
well as data and program stored on it . Security is normally
maintained by using UserID and passwords.
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Device Controlling |
Operating system controls all devices attached to the computer.
The hardware devices are controlled with the help of small
software called device drivers.

DISCUSS DESKTOP VERSUS SERVER BASE :
OPERATING SYSTEM OR POPULAR OPERATING

SYSTEM |
Ans:- Earlier, many operating system Were device-dependent. A

type of software that runs only on a specific type computer 1S

called device-dependent.
There are generally two categories of operating systems.

1- Desktop/Stand-alone operating systems

An operating system that works on desktop or notebook
computer is called stand-gderrfe Ui gE Ry SIem. Some example
of stand alone operating system arc DOS, Windows 95,
Windows NT Workstation, Windows Me and Windows XP
Home Edition, Windows XP Professional Edition, Windows
2010, Mac OS, OS/2 etc. bihases

Some popular stand alone/deskiop operating system are
following.

i) DOS

DOS stand for Disk operating System. It was develop by
Microsoft in early 1980s for personal computers. It is a single-
user, single-tasking operating system.

ii) Windows 95, 98, Me | |
In 1995 Microsoft introduce Windows 93 operating system,
- cludes the feature of Graphical User Interface. Windows 95
are multitasking, networking, multimedia, and many other

capabilities operating system. Microsoft introduced an enhanced ‘

Windows 98 version during 1998, Windows Me (millennium
Edition) in 2000 | :
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Necessary conditions

A deadlock situation can arise only if all of the following
conditions hold simultaneously in a system:

1. Mutual Exclusion: At least one resource must be non-

shareable. Only one process can use the resource at any given
instant of time.

2. Hold and Wait or Resource Holding: A process is currently
holding at least one resource and requesting additional
resources which are being held by other processes.

3.No Preemption: The operating system must not de-allocate
resources once they have been allocated: they must be released
by the holding process voluntarily. |
4.Circular Wait: A processpemieCE@A WO for a resource
which is being held by another process, which in turn is waiting
for the first process to release the resource. In general, there is a
set of waiting processes, P = {P1, P2, ... PN}, such that Pl is
waiting for a resource held by P2, P2 is waiting for a resource
held by P3 and so on till PN is waiting for a resource held by P1.

3-DEADLOCK HANDLING
Most current operating Systems cannot prevent a deadlock from
occurring. When a deadlock occurs, different operating systems
respond to them in different non-standard manners. Major
approaches are as follows.
L. Ignoring deadlock

1 this approach, it is assumed that a deadlock will never occur.

11$ is also called the Ostrich algorithm. This approach was

iitially used by MINIX and UNTX. This is used when the time
ntervals between occurrences of deadlocks is large and the data

oss incurred each time is tolerable. It is avoided in very critical
systems.
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2. Detection

Under deadlock detection, deadlocks are allowed to occur. Then
the state of the system is examined to detect that a deadlock has
occurred and subsequently it is corrected. An algorithm is
employed that tracks resource allocation and process states, it
“olls back and restarts one or more of the processes in order to
remove the detected deadlock. Detecting a deadlock that has
already occurred is easily possible since the resources that each
process has locked and/or currently requested are known to the
resource scheduler of the operating system '-

3. Avoidance
Deadlock can be avoided if certain information about processes

are available to the operating system before allocation of
resources, such as which resources a process will consume in 1ts
lifetime. For every resource request, the system sees if grantin
the request will mean thﬁ%{g Hl%ﬂi'm an unsa%'f;ate%
meaning a state that could result in deadlock. The system then
only grants requests that will lead to safe states. In order for the
system to be able to determine whether the next state will be
safe or unsafe, it must know in advance at any ime :

e resources currently available

e resources currently allocated to each process

e resources that will be required and released by these

processes in the future | |
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INSTALLING WINDOWS 7
When installing on a physical computer insert your Windows 7
DVD media into your DVD drive and reboot your computer. If
you're asked to press a key to boot from DVD or CD, press any

key. A black window will appear momentarily while the DVD
content is read.

Next, a Starting Windows screen will appear. Like in Windows
Vista and Windows Server 2008, and unlike previous versions
of Windows, Windows 7 does not have a noticeable text phase

of the setup process, and it will boot directly into the Graphical
User Interface (GUI) mode.

After a few moments you will see the first prompt:
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Click "Next" unless you want to change some regional settings
for the installation process

&
Windows 7/

P

Click on the "Install now" patfeet24u.ocm
Next, accept the license terms and click on "Next".

Pwrane read the hoerme terma

lmm-u:mn“
WINDOWS L TIMATY
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Next, unless you're upgrading an existing Windows installation,
press the Custom (Advanced) installation type button. Note that
in this case, the Upgrade button is disabled because this specific

installation if performed on a new computer without any
previous operating system on it.
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T'he next phase is to pick the installation partition. Since this
computer has a new hard disk that hasn't been formatted before,
you will only have the option to create a new partition on it.
If you don't want to specify a specific partition to install
Windows on, or create partitions on your hard disk, click Next
to begin the installation. If yarfeltt2dy.beve another existing
partition with enough free space and want to install the
Windows 7 on that partition to create a multiboot configuration,
select the partition you want to use, and then click Next to begin
the installation. If you want to create, extend, delete, or format a
partition, click Drive options (advanced), click the option you
want, and then follow the instructions. Since I don't need to
perform any additional task I will just click on the "Next"

button. The installation process will then create a partition on all
the available disk space, and format it.

S — P ———
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The setup process will now begin to copy files from the
installation DVD media to the hard disk

Irastalling Windows
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The computer will reboot, and the next thing you'll see is the
prompt to set the user's and computer's name. By default, the

computer's name will be perfect24{ ocrhere username is the
username you've entered.

Click on "Next". .

B Windows 7 Ultimate
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Configuring Disks and Drives Using Disk
Management

Your primary tool for working with your computer’s disks is
Disk Management. You will use Disk Management to partition
disks, format disk volumes with file systems, and mount disk
volumes. You can also use Disk Management to convert a disk
from the basic disk type to the dynamic disk type and vice
versa. However, while you can convert from a basic disk type to
the dynamic disk type without losing data, you must remove

disk volumes on a dynamic disk before you can convert the disk
to the basic disk type.

Using an Administrator account, you can start and work with
Disk Management by completing the following steps:

L. Right-click Computer et tza oo
2. On the shortcut menu, choose Manage to start Computer
Management.

3. In the left pane of the Computer Management window,
select Disk Management under Storage.
As Figure shows, Disk Management provides an overview of
the storage devices configure within or attached to your
computer. By default, Disk Management’s main windows show
the Volume list view in the upper panel and the Graphical view

in the lower panel. The third view available but not displayed is
the Disk List view.

Figure: Managing your computer’s disks
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You can set the view for the top or bottom pane using options
from the View menu. To change the top view, select View,
choose Top, and then select the view you want to use. To
change the bottom view, select View, choose Bottom, and then
select the view you want to use.
Volume list view provides a detailed summary of internal drives
and external devices with removable storage. Devices with
removable media, such as CD-ROM and DVD-ROM drives, are
listed only if you’ve inserted a CD or DVD. The volume details
provide the following information:
Volume
The drive letter or the volume name and drive letter, such as C:
Layout |
The layout type of the volume, such as simple
Type
The drive type, sudesiaeidd b:admamic
File System
The file system type, such as FAT or NTFS

Status
The status of the volume, as well as any relevant volume

designations, such as Healthy (Active, Primary
Partition)
Capacity
The amount of data the volume can store
Free Space
The amount of free space in megabytes or gigabytes.
% Free | |
The amount of free space as a percentage of total
volume capacity
Fault Tolerance |
An indicator as to whether the volume uses fault tolerant
features
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Overhead

The total additional disk space required because of the fault
tolerant feature used (if applicable)

The Graphical view provides a graphical overview of internal
drives, external drives with removable storage, and devices with
removable media. This is the view you use to partition, format,
and mount disks.

In the Graphical view, you can see the individual areas of
allocated and unallocated Space on internal disks and disks with
removable storage. An allocated area of a disk has a volume. An

unallocated area of a disk is free space that’s not being used.
As Figure shows.

Figure Viewing disk and volume details

YN }?&;-}_ — - |
A

time, you can display the Disk List view in either the upper or
the lower pane of the main window As Figure 3 shows, the

Disk List view provides summary information about physical
drives. This information includes:

Disk
The disk designator and number, such as Disk 0 or CD-ROM 1.
Type
The drive or media type, such as basic, dynamic, removable,
CD, or DVD. Also displays the drive letter if one is assigned.
Capacity
The amount of data the drive, device, or media can store.

Unallocated Space
The amount of space that hasn’t been allocated (if any).
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Device Type |
The device interface type, such as Integrated Drive Electronics
(IDE), Small Computer System Interface (SCSI), USB, or
FireWire (1394). . |
Partition Style |

The partition style of the disk or device. Windows 7 supports
both Master Boot Record (MBR) and GUID Partition Table
(GPT) partition styles. For the most part, the partition style used
is determined by your computer’s processor architecture and the
type of device. :

Figure Viewing a list of disks

Disk T Capaci Unallacated Space > T P
caa Disk 0 Basic 46576 GB 2 MB Online  UNKNOWN MBR
g Disk 1 Basic 465,76 GB 10,93 GB . QOnline.  UNKNOWN MBR
e Disk 2 Basic 93151G8 2MB Online  UNKNOWN MER
= Disk 3 Removable (H) 0MB 0 MB NoMedia USB  MBR
o= D)isk 4 Removable @) 0 M8 0 MB No Media USB MBR
o Disk 5 Removable () 0MB ' No Media USB MBR
o Disk 6 Removable () 0 MB ﬁﬁfect%uuoﬁm use “MBR
gcmom DVD (F) 0 MB 0 me NoMedia IDE ~ MBR
CD-ROM 1 DVD (G3) 0 M8 0 MB No Media IDE MBR

When you are working with basic or dynamic disks, you should
note the special designations assigned to drive sections. Drive
<ections can have one or more of the following designations:
Active | | |

The drive section used for system cache and startup. Some
devices with removable storage may be listed as having the
active partition, such as when you use Ready Boost.

System _

The drive section containing the boot manager files needed to
load the operating system. A drive section with this designation
can’t be part of a striped or spanned volume.

Boot - |

The drive section containing the operating system and its related
files. |

Page File s
A drive section containing a paging file used by the operating
system. t3a el Al
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Crash Dump

The drive section to which the computer attempts to write dump
files in the event of a system crash.

Your computer has one active, one system. one boot, and one
crash dump drive section. The page file designation is the only
drive designation you might see on multiple drive sections.
Depending on the disk type and status, you might also see the
following designations:

At Risk

A drive section with this designation is at risk of failing, and

probably also has an error Status, such as Online (Errors).
Primary Partition |

A drive section that is designated as a primary partition.
Although this designation is usually displayed only for fixed
disks, you may see this designation on devices with removable

storage and on devices with reaffestZ4nsdom

1. Open the Disk Management console by typing
diskmgmt.msc at an elevated command - prompt.
In Disk Management’s Graphical view, right-click an
unallocated or free area, and then click New Simple
Volume. This starts the New Simple Volume Wizard.
(Note: If you need to create unallocated space, see the
Tip Easily Shrink a Volume on a Windows 7 Disk for

information on how to do this.)

2. Read the Welcome page and then click Next.

3. The Specify Volume Size page specifies the minimum
and maximum size for the volume in megabytes and lets
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you size the volume within these limits. Size the
partition in megabytes using the Simple Volume Size
field and then click Next. |

_ On the Assign Drive Letter Or Path page, specify
whether you want to assign a drive letter or path and
then click Next. The available options are as follows:
Assign The Following Drive Letter Select an available
drive letter in the selection list provided. By default,
Windows 7 selects the lowest available drive letter and
excludes reserved drive letters as well as those assigned
to local disks or network drives. |

Mount In The Following Empty NTFS Folder Choose
this option to mount the partition in an empty NTFS
folder. You must tIREVfegE24E pammto an existing folder
or click Browse to search for or create a folder to use. |
Do Not Assign A Drive Letter Or Drive Path Choose
this option if you want to create the partition without
assigning a drive letter or path. Later. if you want the |
partition to be available for storage, you can assign a
drive letter or path at that time. ' |

 Use the Format Partition page to determine whether and
how the volume should be formatted. If you want to
format the volume. choose Format This Volume With
The Following Settings, and then configure the
following | options:
File System Sets the file system type as FAT, FAT32, or
NTES. NTFES is selected by default in most cases. If you
create a file system as FAT or FAT32, you can later
convert it to NTFS by using the Convert utility. You
can’t, however, convert NTFS partitions to FAT or
FAT32. _ _

Allocation Unit Size Sets the cluster size for the file
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system. This is the basic unit in which disk space 1s
allocated. The default allocation unit size is based on the
size of the volume and, by default, is set dynamically
prior to formatting. To override this feature, you can set
the allocation unit size to a specific value. If you use
many small files, you might want to use a smaller
cluster size, such as 512 or 1,024 bytes. With these
settings, small files use less disk space. Volume Label
Sets a text label for the partition. This label is the
partition’s volume name and by default is set to New
Volume. You can change the volume label at any time
by right-clicking the volume in Windows Explorer,
choosing Properties, and typing a new value in the Labe]
field provided on the General tab,

: fect24u.ocm
7. Perform A Quick Ipo.enrnat Tells Windows 7 to format

without checking the partition for errors. With large
partitions, this option can save you a few minutes.
However, it’s usually better to check for errors, which

enables Disk Management to mark bad sectors on the
disk and lock the mount.

5. Enable File And Folder Compression Turns on
compression for the disk Built-in compression is
- available only for NTFS. Under NTES, compression is
- transparent to users and compressed files can be
accessed just like regular files. If you select this option,
files and directories on this drive are compressed

- automatically.

Click Next, confirm your options, and then click Finish
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CONFIGURE DEVICES AND PRINTERS IN WINDOW 7
The Devices and Printers folder displays devices connected
externally to your computer, including devices connected
wirelessly or over the network. |

The Devices and Printers folder allows you to perform many
tasks, which vary depending on the device. Here are the main

tasks you can do:
View all the external devices and printers connected to your

computer. -
« Add a new device or printer to your computer.
. Check to see if a specific device is connected and
working properly
« Display detailed information about your devices, such as
make. model, and manufacturer
« See what tasks you can do with a particular device.
Let's see how to explPEfBei2dua@dPrinters folder in
Windows 7:
1 Click the Start and then choose the Control Panel option.

Printer.
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3. The Device and Printer window opens up with the list of all
external devices and printer.

ol g e
R 5 .

5. Right-click on the Mouse icon and click Mouse Settings .
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Click Apply and Ok .
6 To Add a Wireless or network device click Add a device .
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It may take some time to search for the devices. Select the
device and follow the instructions .
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Click Have Disk to install Printer Driver. Browse driver
location and click OK.
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Click Finish.

Configuring Network Connectivity

How 1o SET UP VPN IN WINDOWS 7

VPN (Virtual Private Network) technology lets a computer
using a public Internet connection ioin a_private network by
way of a secure "tunnel" behg&rgetﬁg nzlij.':iltc:)l](i}l::ﬁ;l and the network.
The most common case is a business allowing its employees to
connect to its work network from home or from the road.

There are two principal ways to configure VPN. The first and
more-common scenario, called oulgoing, 18 setting up a remote
computer to call into the office network. The second scenario,
called incoming, occurs on the network side, where a computer
allows secure connections from other computers. Windows 7
comes preloaded with the Agile VPN chient, which makes
setting up either kind of connection relatively easy.

Step by Step: Connecting to a VPN (Outgoing)

Step 1 Click the Start button. In the search bar, type VPN and
then select Set up a virtual private network (VPN) connection .
Step 2 Enter the IP address or domain name of the server to

which you want to connect. If youre connecting to a work
network, your IT administrator can provide the best address.
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Step 3 If you want to set up the connection, but not connnect,
select Don't connect now; otherwise, leave it blank and click
- Next .

Step 4 On this next screen, you can either put in your username
and password, or leave it blank. You'll be prompted for it again
on the actual connection. Click Connect .

Step 5 To connect, click on the Windows network logo on the
lower-right part of your screen; then select Connect under VPN
Connection.

Step 6 In the Connect VPN Connection box, enter the
appropriate domain and your log-in credentials; then click
Connect .

Step 7 If you can't connect, the problem could be due to the
server configuration. (There are different types of VPN.) Check
with your network administrator to see what kind is in use--such
as PPTP--then, on the Connect VPN Connection screen, select
Properties .

Step 8 Navigate to the Security tab and select the specific Type
of VPN from the drop-down list. You may also have to unselect
Include Windows logon domain under the Options tab. Then
click OK and Connect . :
Step by Step: Building a VPN (Incoming)

Step 1 Click the Start button, and, in
Network and Sharing .

the search bar, type
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Step 6 Select the Internet Protocol you'd like to use. (The

default TCP/IPv4--the line highlighted in the screenshot below-
will work fine.)

pﬂféﬁ!edlh—_—*;-;ﬁfe_uﬁ?-:. Wka s acade, Ney S 2 S e e s
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Step 7 Finally, click Allow access; you've now set up an
incoming VPN connection.

COMPUTER NETWORK CONNECTING TO WIRELESS
NETWORKS WITH WINDOWS 7

Wireless network configuration methods

You can configure connections to wireless networks, known as
wireless profiles, for a computer running Windows 7 with the
following methods |

. Network notification area icon

This is the primary method by which users connect to available
wireless networks,

- Set up a connection or network dialog box

T —
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This is a method by which users can manually.create wireless

network profiles

o Manage Wireless Networks dialog box
This is another method to manually configure wireless networks

L = =

o Group Policy |
Network administrators can use Group Policy settings in an
Active Directory Domain Services (AD DS) environment to
centrally configure and automatically deploy wireless network

settings for domain member computers

» Command line -

Network administrators can use commands in the netsh wlan
context of the Netsh.exe tool to manually configure wireless
otworks and their settings. There are Netsh commands to
export an existing wirefé@?%?%é'-ﬂp% XML file and then
import the wireless profile settings stored in the XML file on
another computer. |
The following sections describe in detail how to connect to a
wireless network using the Network notification area icon and
the Set up a connection or network dialog box in Windows 7,
how to manage your wireless networks, and how to connect to
non-broadcasting wireless networks.

The Network notification area icon SRR
To connect to an available wireless network, click the Network

icon in the notification area of your desktop. The resulting pane
contains a list of detected wireless networks and, for domain-
joined computers, the names of wireless networks configured

through Group Policy. Figure shows an example.
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Figure Example of the list of available networks
From this pane you can connect to a listed wireless network by
double-clicking it, clicking the network and then clicking
Connect, or by right-clicking the network and clicking onnect .
To view information for a listed wireless network, place the
mouse pointer over the network name. The information includes
the wireless network's name, signal strength, security type,
radio type (802.11b/g/n), and Service Set Identifier (SSID). To
refresh the list of wirelespaefectdd clbdmthe up/down arrow
icon in the upper right of the pane. To disconnect from a
connected wireless network, right-click the network and then
click Disconnect .
You can obtain status of a connected network and properties of
a connected network or a network that has been configured
through Group Policy through the wireless network's context

menu. Figure shows an example of the Wireless Network
Connection Status dialog box.
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Figure Example of the Wireless Network Connection Status
dialog box

Set up a connection or network dialog box

You can access the Set up a connection or network dialog box
in Windows 7, as shown in Figure, from the Set up a new
connection or network link in the Network and Sharing center.

Figure The Set up a canwﬁe@tﬂﬁumm dialog box
To manually create a wireless network profile, click manually

connects to a wireless network, and then clicks Next. You
should see Fig

Figure The Enter information for the wireless network you want
to add page

On the Enter information for the wireless network you want to
add page, configure the following:

e Network name Type the name of the wireless network.

L]
[ T
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connection to the wireless network. The choices are the

following:

o No authentication (Open) Open system
authentication with no encryption.

o WEP Open system authentication with Wired

Equivalent Privacy. |
o  WPA2-Personal Wi-Fi Protected Access 2 (WPA2)

with a préshared key (also known as a passphrase
o  WPA-Personal Wi-Fi Protected Access (WPA)

with a preshared key

o WPA2-Enterprise WPA? with IEEE 802.1X
authen :

o WA'E_:“tf'priseperf‘%%ﬁ 4ot IEEE sog.lx
authentication

o 802.1x IEEE 802.1X authentication with WEP (also
known _

the latest driver for Your adapter that is compatible with

Windows 7. |

The shared key authentication method is not listed. Microsoft

strongly discourages its use because it provides weak security

for your wireless network. To  configure shared key

‘authentication, select No authentication (Open) here and then

select Shared from the Security tab in the properties of the

wireless network (described later in this article).

* Encryption type Select the method used to encrypt data

sent over the wireless network. The choices depend on
the selected security type.
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o When you select the No authentication (Open)
security type, None is selected for you. ;

> When you select the WEP security type, WEP is
selected for you.

- When you select the 802.1x security type, WEP is
selected for you. |

- When you select the WPA2-Personal, WPA2-
Enterprise, WPA-Personal, WPA-Enterprise

security types, you can select AES.

The encryption type choices listed depend on the capabilities of
your wireless network adapter that it reports to Windows.

Security Key Type the WEP key (if you selected the
WEP security type), the WPA preshared key (if you
selected the WPA-Personal security type), or the
WPA2 preshared key (if you selected the WPA2-
Personal secur';[% rfé@? . For the WPA2-Enterprise,
WPA-Enterprise, an | QW eyrity types, Windows
7 automatically determines the security key when
performing 802.1 X-based authentications.

Hide characters Specifies whether you want to view
the value typed in Security Key .

Starts this connection automatically Specifies whether
Windows 7 will automatically connect t0 this wireless
network. If you clear this checkbox, you must manually
connect to the wireless network from the list of networks
available from the Network notification area icon.
Connect even if the network is not broadcasting
Specifies whether Windows should attempt to connect
even if the wireless network is not broadcasting its
same. This will canse Windows to send Probe Request
frames to locate the wireless network. These probe
request frames can be used by malicious users to
determine the name of the non-broadcast network.

P
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Figure The Successfully added page
You can click Change connection settings to access the

properties of the wireless network, as described later in this
article, or click Close .

The Manage Wireless Networks dialog box
You can access the Manage Wireless Networks dialog box
from the Manage wireless networks link in the Network and

Sharing Center. Figure shows an example

o “perfect24u.ocm
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« Note If the Manage wireless networks link is not
present from the Network and Sharing Center, click the
Change adapter settings link and ensure that your
wireless network adapter is enabled on your laptop or
notebook computer, appears in the Network Connections
folder as a wireless connection, and is enabled. If your
wireless network adapter appears in the Network
Connections folder as a wired connection, ensure that
you have installed the latest driver that is compatible with
Windows 7.

From the Manage Wireless Networks dialog box, you can add
a new wireless network, remove a selected wireless network,
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obtain the properties of the wireless network adapter, and
choose the type of profile to assign to new wireless networks
(applies to all users or the current user).

To manually add a wireless network, click Add to launch the
Manually connect to a wireless network wizard, which allows
you to create a wireless network profile for either an
infrastructure or ad hoc wireless network. Figure shows an
example.

Mrrme et pEa atert ey sectrd S rteteccaeke T
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To create a wireless profile for an infrastructure wireless
network, click Manually create a network profile. To create a
wireless profile for an ad hoc wireless network, click Create an
ad hoc network .

To view or modify the properties of a wireless network in the
list, double-click the name in the Manage wireless networks
dialog box. Wmdﬂws 7 dlsplays the dlalog box in Fig

=] ccorwrsere . sy S T was e U e dss mw_“ CEEESRES )

Figure The Wireless Network Properties dialog box
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From the Connection tab, you can view the wireless network's

name, SSID, network type (either Access point for
infrastructure mode networks or Computer-to-computer for ad

: availability. You can also configure

e Connect automatically when the network is in range

 Connect to a more preferred network if available

Specifies whether Windows 7 will - automatically
disconnect from this wireless network if a more
preferred wireless network comes within range.

* Connect even if the network is not broadcasting its name
(SSID)

* The Copy this network profile to a USB flash drive
link launches the Copy Network Settings wizard, which
writes the wireless network profile settings to a USB
flash drive. You can then use this flash drive to automate

the wireless network P@FEUt2 4 9¢Mration of other
computers.

dialog box

On the Secllnty tab, you can specify the following security
types: | |

No authentication (Open)
Shared

g—
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Shared key authentication. The Security tab is the only location
where you can configure shared key authentication because its
use is highly discouraged
« WPA2-Personal

« WPA-Personal

« WPA2-Enterprise
« WPA-Enterprise
e 802.1x

Based on the selected security type, you can configure either a
network security key or specify and configure a network
authentication method. If you specity WPA-Enterprise,
WPA2-Enterprise, or 802.1x as your security type, you must
configure the following (as shown in the Figure 9):

¢ Choose a networg ication method Select an
Extensible Authetﬁggtél%?f%‘%tggg (EAP) method and
click Settings to configure the EAP type as needed.

« Remember my credentials for this connection each
time I'm logged on Specifies that when the user logs
off. the user credential data is not removed from the
registry. If you clear the checkbox, the next user logs on,
they will be prompted for their credentials (such as user
name and password). |

If you specify the use of WPA-Personal or WPA2-Personal as
your security type or No authentication (Open) or Shared as
your security type with WEP as your encryption type, you must
configure a network security key, as shown in Figure. |
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authentication, Computer

. or Guest authentication),
_ 5 1 | au'thE:nﬁcation, and delete
credentials for a] users

user logon and 802 ix authentication Credentials on the
Windows logon screen,

Figure show _.802.11 settings tab.
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In the Fast roaming section, you can configure Pair wise
Master Key (PMK) caching and pre-authentication options.

. Note When you select the WPA-Enterprise security

type, the Advanced settings dialog box does not contain
the 802.11 settings tab.

The Enable Federal Information Processing Standard
(FIPS) compliance for this network check box allows you 10
specify whether to perform AES encryption in a FIPS 140-2
certified mode. FIPS 140-2 is a U.S. government computer
security standard that specifies design and implementation
requirements for cryptographic modules. Windows 7 is FIPS °
140-2 certified. When mw@ﬁ@&% 140-2 certified mode,
Windows 7 performs he AES encryption in software, rather
than relying on the wireless network adapter. This check box

only appears when you <elect WPA2-Enterprise Of WPAZ2-
Personal as the authentication method on the Security tab.

Non-broadcasting wireless networks ,

A non-broadcasting wireless network does not advertise 1ts
network name, also known as its SSID. A wireless access point
of a non-broadcasting wireless network can be configured to
send Beacon frames with an SSID set to NULL. A non-
broadcasting wireless network is also known as @ hidden
wireless network. You can configure wireless networks 1n
windows 7 as broadcast or non-broadcast. A computer running |
Windows 7 will attempt {0 connect to wireless networks in the
preferred networks list order, regardless of whether they are
broadcast or non-bro adcast. Additionally, non-broadcast
retworks appear last n the list of available networks with the

name Other Network. Figure shows an example.
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Physical Security of a Stand-Alone Computer

1. Configure the BIOS to boot the desktop computer from the
hard drive only. Do not allow the stand-alone desktop
computer to be booted from the diskette or CD-ROM
drive. |

2. Password protects the BIOS so changes cannot be made to
the BIOS without authorization. _

3 Secure the desktop computer on which the Add Health data
resides in a locked room, Or SECUre the desktop computer 0

BIOS password).

A Remove or disable the network interface card (NIC) so it
cannot be used. |

5 Store the data on a desktop computer only. Laptops may

not be used to store Bﬁgrf%e{]zljfpg% r;}l,'ata.

Controlling Access to the Data |
| Restrict access to the Add Health data to project personnel

using the security features available via the operating
system (e.g., login via userid/password and NTFS
permissions in Windows 7/8. ACLs in Linux and OS X) .
2. Require strong passwords . | |
o Vou can run LOphtcrack to look forbad
passwords.
- You can enable password complexity .

3 Password protect screen saver and activate after three
minutes of inactivity.

4 FEnable whole disk encryption (e.g., Bitlocker, PGP Whole
Disk Encryption, FileVault2, Veracrypt) or directory-based
encryption (e.g., Windows Encrypting File
System or Veracryp f) for directories containing secure data.
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5. Configure your analysis software to point temporary work
files to the encrypted Add Health data directory.

6. Install and periodically run a secure erasure program. This
program should be run monthly and after the secure data
has been removed from the computer at the end of the
contract period. (Heidi is free and works
well SDELETE also works well and can be scripted.)

7. Do not copy or move the Add Health data out of the
secured directory for any reason.

Optimize and maintain the performance and
reliability of windows-7 client computer

1. Automatically Optimize and Maintain Windows 7

Microsoft has created a pair of built-in  automated

troubleshooting packs to optimize and maintain Windows 7
performance.

Dell Recommended: To pérfept24tpochix  this problem
automatically, click the Fix it link below. Then, click Run in
the File Download dialog box and follow the steps in the
wizard. |

Or follow the steps below to run the troubleshooters built into
your computer: | |

l. Open the Performance troubleshooter by clicking
the Start button , and then clicking Control Panel .

2. In the search box, type troubleshooter, and then
click Troubleshooting . |

3. Click View All and then click the checkbox to show
online troubleshooters.
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2. Basic Maintenance of Windows 7 _
There are a few key housekeeping tasks that should be routinely
performed on a computer to keep it running smoothly

¢ Run Windows Update - Make sure that all key
operating system updates are installed. Visit Microsoft
KB article "Updating Your Computer" to learn more.

e Defragment Your Hard Drive. Files on your hard
drive can sometimes become spread out, or fragmented,
across different sectors of the drive. Defragmenting the
hard drive aligns the pieces of those files in one sector,
which increases the efficiency of the operating system to
open the files. To learn more, see Microsoft KB article:

e "Improve performance by defragmenting your hard
disk"

e Update the Drivers on the Computer. Old drivers may
cause certain applications to not run correctly, or may
have bugs that haREHEEI 24O Mater releases. Drivers
should be checked for updates at least twice a year.
Click the button below to visit the Dell Drivers and
Downloads website to update your drivers! |

CONFIGURE REMOTE DESKTOP ACCESS ON
WINDOWS 7 SYSTEMS

Remote Desktop is not enabled by default. You must
specifically enable it to allow remote access to the workstation.
When it is enabled, any member of the Administrators group
can connect to the workstation. Other users must be placed on a
remote access list to gain access to the workstation. To
configure  remote access, follow  these  steps:
1. In Control Panel, click System And Security, and then click
System. |

2. On the System page, click Remote Settings in the left pane.
This opens the System Properties dialog box to the Remote tab.
3. To disable Remote Desktop, select Don’t Allow Connections
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Computer, and then click OK., Ski
4. To enable Remote Desktop, you hay

Users. This displays the Remote Desktop Users
dialog box,
6. To grant Remote

matches are found,
€n click OK. If no

you entered and try
Repeat this step as fiecessary, and then click

OK. |

7. To revoke rem 4 user account,

select the account and then click Remove

8. Clic OK  twice when you have finished

Windows F irewall must pe configured to allow mbound Remote

Desktop exceptions, You can '
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hardware requirements: _
Component Requirement S -3 | S e
Processor  ° Minimum: 1GHz (x86 processor) or 1.4GHz (x64
processor) © Recommended: 2GHz or faster Note: An
Intel Ttaninm 2 Processor is required for Windows
Server 2008 for Itanium-based Systems
. Minimum: 512MB RAM Recommended: 2GB
RAM or greater * Maximum (32-bit systems): 4GB
(Standard) Or 64GB (Enterprise and Datacenter) *
‘Maximum (64-bit systems): 32GB (Standard) or 2TB

(Enterprise, Datacenter .nd Ttanium-based Systems) ;
Available  * Minimun: 10GB * Recammeﬂded: 40GB or greatet

Disk Space  Note: Computers with more than lGGB OfRJ Al ”[Wm
require mopetfect2air.JehPIEns hibernation, and
dump files ANt SO E et PR R R S bt

DVD-ROM drive At
Super VGA (800 x 600) or higher-r€s:

Keyboard * Microsoft

Memory

Drive
Display and*
Peripherals *

device
Folluﬁf this procedure to install_WinduwiSaﬂ_er 2003 ol L5 o
| Insert the appropriate Windows Server 2008 installation
drive. 1f you don't have

0084,

media into your .D_VD an installation
DVD for Windows Server 2 | | kg

» Reboot the computer
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When prompted for an installation language and other

regional options, make your selection and press Next

5. Product activation is now also identical with that found in
Windows Vista. Enter your Product ID in the next window,
and if you want to automatically activate Windows the moment

the installation finishes, click Next .
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If you do not have the Product ID available right now, you can leave
the box empty, and click Next. You will need to provide the Product
ID later, after the server installation is over. Press No.

Because you did not provide the correct ID, the installation

process cannot determine what kind of Windows Server 2008

: license you own, and therefore you will be prompted to select

] your correct version in the next screen, assuming you are

| telling the truth and will provide the correct ID to prove your {
selection later on.
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7. If you did provide the ri
the right Windows version

ght Product ID, select the Full version of
youre prompted, and click Next .

8. Read and accept the license terms by clicking to select the
checkbox and pressing Next .

9. In the
 the only

"Which type of installation do you want?"

window, click
available option — Custom (Advanced).

-
b O T ] e Ry
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10. In the "Where do you want to install Windows?", if
you're installing the server on a regular IDE hard disk, click to

select the

ﬁrSt disk!I us
P o i

If you're installing on a hard disk that's connected to a SCSI

uallv Disk 0, and click Next .

controller. click Load Driver and insert the media provided by the

controller's manufacturer.

If you must, you can also click Drive Options and manually create a

partition on the destination delidko 1,

1 1. The installation now begins, and you

Copying the setup files from the DVD
about one minute. However, extracting

oo Ban go and have lunch.

to the hard drive only takes
and uncompressing the files =~

takes a-good deal longer. After 20 minutes, the operating system is -
. talled. The exact time it takes to install server core depends upon .

your hardware specifications. Faster disks will perform much faster

stalls... Windows Server 2008 takes up approximately 10 GB of

The installation process will reboot 'yt)ur' mrnputér, so; if in step
#10 you inserted a floppy disk (either real or virtual), make sure
you remove it before going to lunch, as you'll find the server


https://www.perfect24u.com/

T W o - | = %
. - 3 i Nl "
- - """I- 11...-" I AT - Tp

iR e
perfect24u.cm
s red oty 1, e SR -
| ] . LU &Y "rp -J.}.:IE ;.:‘:J o | 1L I: . : - 3 : | | : ,.: v
iid Series ~ Operating System DIT Part-1 B Page # 53

hanged without the ability to boot (you can bypass this by
configuring the server to boot from a CD/DVD and then from
the hard disk in the booting order on the server's BIOS)

L2. Then the server reboots you'll be prompted with the new
Windows Server 2008 type of login screen. Press
CTRL+ALT+DEL to log in.

perfect24u.ocm

14. The default Administrator is blank, so just type'Administrﬂtﬂr
and press Enter . |
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15. You will be prompted to change the user's password. You
have no choice but to press Ok .

rﬁ-} O S N — e — i i —— T i i i W, R "

. i T

16. In the password changing dialog box, leave the default
password blank and enter a new, complex, at-least-7-
characters-long new password twice. A password like
"topsecret” is not valid (it's not complex), but one like
"TOpSecreT!" sure is. Make sure you remember it.

17. Someone thought it would be cool to nag you once more, so
now you'll be prompted to accept the fact that the password had

been changed. Press Ok
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R2 eases managing and securing

enterprise with the Server Manager
console. Server Manager in Windows Server 2008 R2 provides

a single source for managingefrfectﬂéﬁs.dﬁﬂfatity and system
information, displaying server Status, identifying problems with
server role configuration, and managing all roles installed on
Server.
Add roles or features by using the Windows interface
* Inthe Roles Summary or Features Summary areas of the
Server Manager main window, click either Add Roles or Add

Features, depending on the software that you want to install.
S Gr -

In the Customize this Server area of the Initial

Configuration Tasks wi ndow, click either Add Roles or Add
Features .

e —
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~ when a member of the Administrators group logs ontothe |
. computer. AL Re e e e

The Initial Configuration Tasks wi

Server Manager opens when the Initial Configuration
' Tasks window is closed. You can also open Server Manager
by using shortcuts on the Start menu, on the Windows
~ taskbar, or In Administrative Tools.

e e — S — x e —— e e ——8 S e

Administrative Tools

Administrative Tools is the collective name for several
advanced tools in Windows that are used mainly by system
administrators. Administrative Tools is available in Windows
10, Windows 8, Windows 7, Windows Vista, Windows XP, and
Windows Server operatir%esqr@g@lé.u-ocm | g
The programs available in Administrative Tools can be used to
<chedule a test of your computer's memory, manage advanced
aspects of users and groups, format hard drives, configure
Windows services, change how the operating system starts, and
much, much more. i Selalile |
Access Administrative Tools

Administrative Tools is a Control Panel applet and so can be
accessed via Control Panel. To open Administrative Tools, first,
open Control Panel and then tap or click on the Administrative
Tools icon. | | 2

Overview of Active Directory

Active Directory Domain Services is Microsoft's Directory
Server. It provides authentication and authorization mechanisms
as well as a framework within which other related gervices can
be deployed (AD Certificate Services, AD Federated Services,
etc). It is an LDAP compliant database that contains objects
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ACTIVE DIRECTORY INSTALLATION ON WINDOWS
SERVER 2008

To start the installation of active directory is to change the name
of the computer to reflect the new status. To do that, login to the
server and click on the Start button and right-click on
Computer and go to Properties. At the bottom under

computer name, domain, and workgroup settings,
click on the Change settings:

The System Property window will come up.
Click on the change tab, and change the computer name to
whatever you want. |

Click on the OK button. Windows Server 2008 will now reboot.

Creating/Installing A ctive Directory Domain Services

Now that we have renamed the computer to something that

reflects the new role on windows server 2008, we will proceed
with the installation of active directory. To install active

directory domain services, go to Start and click on Server
Manager.
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Make sure the Active Directory Domain Services option is
checked.

Click on Next after checking the option.

Active directory domain services (AD DS) is something new on
Windows Server 2008. On the following window you can read a
small introduction about it. Click next when you finish reading.

n Aative Disrwctmoey Dhormaln ferutoss

i
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|
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On the following window., you will be asked to confirm the
installation of domain services:

‘ i L S P ——

- e R P — ¢ —

E
Click on Install to start the installation.

|
|
|

You should receive the Installation Results window after the
installation completes.
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Note: this only installs Active Directory domain services, it
does not make Windows server 2008 a domain controller. For
that we will need to run the DCPROMO wizard.

Installing Active Directory Domain Controller
After Active Directory Domain Services have been installed,
you should return to the Server Role Interface. Click on Active

Directory Domain Services:

On the window that pops Iﬁ@[fﬁ@ﬂéﬂﬂ Q€M summary message
that reads. “This server is not yet running as a domain
controller: Run Active Directory Domain Services Installation

Wizard ( dcpromo.exe)
Click on the blue link.

By clicking on the blue link, the dcpromo.exe wizard should come up
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Make S_llfe “USE advanced d 5 ( s ; .
checked and click Next mode installation thmn 18

read the provided information on the next screen. that explains

some new features on windows server 2008 domain services

thgt might affect 'nlder Windows operating systems and non
| icrosoft SMB clients on an existing domain,

—_——

. 1 o Lt on by Enssers Wl a e o uF !
m-nnv-m-ﬁ-hm- Sarver 2008 et o - 5 ]
S vertect24u.0Cm -

| i -— — S S ! .__

Click Next after you read the abnve-wamiug.

On the following screen, choose yo
urd
configuration, ¢ s
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Because this is my first domain contrcller,' Iwﬂl choose the
«Create a new domain in a new forest” option.

L & i B - 3 g 1 1 # o - ‘
: : - :
TmLM.WW'#MMl“-—M-mm w

click on Next . - = ‘
Choose the name for your forest root domain on the following

_perfect24u.ociy

|

click Next after choosing your fully qua]ii_"'le:d dnmamname
The wizard will check if that forest name is already in used:

e
s foeresEd . - P : =

| e W
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After a few seconds, the wizard will ask you to enter the
NetBIOS name:

The default NetBIOS name should be fine. Click on the Next
tab, on the following screen, choose the forest functional level :

_

E

I will choose Windows Server 2003 as my functional level.
Choosing windows server 2008 functional level does not
provide any new features over the Windows 2003 forest
functional level. However, it ensures that any new domains
created in this forest will automatically operate at the Windows
Server 2008 domain functional level, which does provide
unique features. click on Next.
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Clicking next, the dcpromo wizard will check for DNS

configurations.
If DNS is not installed on your system, choose the DNS Server

option on the following screen.

—

Here you get the info that tells you:
The first domain controller in a forest must be a global catalog

server and cannot be an RODC.

Click on Next .
If your server does have static IP address asmgned on the server,

you might get the following warning:

o' Static IP assignment
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as you can see, having dynamic assigned IP address is not
recommended. use static IP addresses for servers whenever is
possible.

Choose your option, and click Next .

another warning:

S e ——

-'—_._-"_-_.-.'-'-—-l—._-—-_‘-_—-—-—-'——.__ —==— . -

Il; O Aot rves [Dres tory Domam Servi e instaliatr»on YWieirard f_:'_:

|

Adﬂagnmﬁrﬂﬁmmmthemmdmn

I A mmmmthﬁa'dwhdneumtm

| Windows DNS server, lfm“iwﬁm%mmmls
mangally

if you get this warning, click on OK.
choose the location of the AD database on the following screen:

g d " ¥ i - Y i AR TIE R = Tl a3 T anlla o0 e Y ey ol i '
$ ' JelleUl 40,0 - =
[ wfﬁh’__l.-“__ = = - " =

Leave the default settings, and click on Next.

Enter your the password for your Restore Mode Administrator
on the following screen.
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click Next after entering the password.
on the following screen you should get the Summary page

click on Next. |
damn it!! I got an error saying I need to install DNS manually .

“ An error occurred while the wizard was installing DNS, you
will have to configure DNS for this domain manually.
This is the first time I let the depromo.exe to configure DNS for

me, and I kind of was expecting for this error. that will be the
subject of the next article.

click OK on the error for now.

active directory installation should start installing. but it won't
work perfect until DNS is install.
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after awhile, you should get the completion window.

click on Finish.
you will need to reboot the computer

O ' Active Directory Domain Services Installation Wizard r_

go ahead and restart ihe .computer, and if you need to install
DNS do so after the reboot.

MANAGING USER ACCOUNTS

1. Point to New, and then click Computer .

2. Type the computer name.

3. To manage domain users, create user accounts in
Active Directory Domain Services (AD DS). In contrast,

to manage users that are specific to one computer, create
local user accounts. |
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CREATING A COMPUTER ACCOUNT
To create a new computer account using the Windows interface

1. To open Active Directory Users and Computers, click
Start, click Control Panel, double-click Administrative
Tools, and then double-click Active Dlrectory Users and
Computers.

2. Inthe console tree, right-click Computers. |

3. Active Directory Users and Cﬂmputers\domam
node\Computers

Or, right-click the folder in which you want to add the
computer. | :

INTRODUCTION TO GROUP

Domain Users H\TTRODUEQ@EI@SAL% gighal group for users in
Active Directory domains. When you create new domain users,

they're automatically added to this group. By default, the local
Administrator and Guest accounts are members of this group.
Power Users exist only on computers that are not

domain controllers.

MANAGING GROUPS

To create a Windows group on Windows Server 2003
1. On the desktop, right-click My Computer and then click

Manage.
2. In the Computer Management window, under System
Tools, expand Local Users and Groups.
. Right-click Groups and then click New Group.
4. In the New Group dialog box, do the following: ...
Click Create.
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CREATING Organizational Unit
An organizational unit (OU) is a subdivision within an Active
Directory into which you can place users, groups, computers,

and other organizational units. You can create organizational

units to mirror  your organization's functional or business
structure. Each domain can implement its own organizational
unit

To create a new organizational unit using the Windows
interface

I. To open Active Directory Users and Computers,
click Start, click Control Panel, double-
click Administrative Tools, and then double-click
Active Directory Users and Computers .
To open Active Directory Users and Computers in
Windows Server® 2012, click Start, type dsa.msc .
2. In the console tree, ri gerfdisie the. demain name.
3. Point to New, and then click Organizational Unit .
4. Type the name of the organizational unit (OU).

OVERVIEW GROUP POLICY AND THE ACTIVE
DIRECTORY ‘

In Windows server 2008, administrators use Group Policy to
enhance and control users' desktops. To simplify the process,
administrators can create a specific desktop configuration that is
applied to groups of users and computers. The Windows server
2008 Active Directory™ service enables Group Policy. The
policy information is stored in Group Policy objects (GPOs),
which are linked to selected Active Directory containers: sites,
domains, and organizational units (OUs).

A GPO can be used to filter objects based on security group
membership, which allows administrators to manage computers
and users in either a centralized or a de-centralized manner. To
do this, administrators can use filtering based on security groups
to define the scope of Group Policy management, so that Group
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Policy can be applied centrally at the domain level, or in a
decentralized manner at the OU level, and can then be filtered
again by security groups. Administrators can use security
groups in Group Policy to:

Filter the scope of a GPO. This déﬁne-s which groups of
users and computers a GPO affects.

Delegate control of a GPO. There are twdaspects: to
managing and delegating Group Policy: managing the
eroup policy links and m:anaging who can create and
edit GPOs. “

Administrators use the Group Policy Microsoft Management
Console (MMC) snap-inpésfent@dgeoppdicy settings. Group
Policy includes various features for managing these policy
settings. In addition, third parties can extend Group Policy to
host other policy settings. The data generated by Group Policy
is stored in a Group Policy object (GPO), which is replicated in
all domain controllers within a single domain.

The Group Policy snap-in includes several MMC snap-in
extensions, which constitute the main nodes in the Group Policy
snap-in. The extensions are as follows: | |

Administrative templates. These include registry-based

Group Policy, which you use to mandate registry
settings that govern the behavior and appearance of the
desktop, including the operating system components and
applications. | |
Security settings. You use the Security Settings
extension to set security options for computers and users
within the scope of a Group Policy object. You can
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define local computer, domain, and network security
settings. | ‘

Software installation. You can use the Software
Installation snap-in to centrally manage software in your
organization. You can assign and publish software to
users and assign software to computers.

Scripts. You can use scripts to automate computer
startup and shutdown and user logon and logoff. You
can use any language supported by Windows Script
Host. These .include the Microsoft Visual Basic®
development system, Scripting Edition (VBScript);
JavaScript; PERL; and MS-DOS®-style batch files (.bat
and .cmd).

Remote Installation Services. You use Remote
Installation Services (RIS) to control the behavior of the
Remote Operating (§|¥§t8{'2 AnstaHation  feature as
displayed to client céjmputers. =

Internet Explorer maintenance. You use Internet
Explorer Maintenance to manage and customize
Microsoft® Internet Explorer on Windows server 2008-
based computers.

Folder redirection. You use Folder Redirection to
redirect Windows server 2008 special folders from their
default user profile location to an alternate location on
the network. These special folders include My
Documents, Application Data, Desktop, and the Start
Menu.

Figure below shows how Group Policy objects use the Active
Directory hierarchy for deploying Group Policy.
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Figure: The Hierarchy of Group Policy and the Active
Directory

Group Policy objects are linked to site, domain, and OU
containers in the Active Directory. The default order of
precedence follows the hierarchical nature of the Active
Directory: sites are first, then domains, and then each OU. A
GPO can be associated with more than one Active Directory

container or multiple containers can be linked to a single GPO.
perfect24u.ocm e

Configuring the scope of group policies 0b_jects.'
(Local or Remote Computers)

To access Group Policy for a local or a remote computer, you
add the Group Policy snap-in to the MMC console, and focus it
on a remote or local computer. To access Group Policy for the
local computer, use the GPWalkthrough console created earlier
in this document, and choose the Local Computer Policy node.
You can add other computers to the console namespace by
adding another Group Policy snap-in to the GPWalkthrough
console, and clicking the Browse button when the Select
Group Policy object dialog box is displayed.

Note: Some of the Group Policy extensions are not loaded
when Group Policy is run against a local GPO.
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MANAGING AND CREATING A GROUP POLICY OBJECT

The Group Policy Settings you create are contained in a Group
Policy Object (GPO) that is in turn associated with selected
Active Directory objects, such as sites,

domains, or
organizational units (OUs).

To create a Group Policy Ob ject (GPO)

1. Open the GPWalkthrough MMC console.

2. Click the + next to Active Directory Users and
Computers, and click the reskit.com domain.

Click the + next to Accounts to expand the tree.

4. Right-click Headquarters, and select Properties from
the context menu. |

5. In the Headquarters Properties page. click the Group
Policy tab.

6. Click New, and type _ﬁ@rﬁq{g}{ly-ocm

The Headquarters Properties page should appear as in
Figure below:

Figure: Headquarters Properties

o

At this point you could add another GPO for the Headquarters
OU, giving each one that you create a meaningful name, or you
could edit the HQ Policy GPO, which starts the Group Policy
snap-in for that GPO. All Group Policy functionality is derived
from the snap-in extensions. In this exercise, all of these

extensions are enabled. It is possible—using standard MMC
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methods—to restrict the extension snap-ins that are loaded for
any given snap-in. For information on this capability, see the
Windows server 2008 Server Online Help for Microsoft
Management Console.

There is also a Group Policy that you can use to restrict the use
of MMC snap-in extensions. To access this policy, navigate to
the System\Group Policy node under Administrative Templates.
Use the Explain tab to learn more about the use of these
policies.

If you have more than one GPO associated with an Active
Directory folder, verify the GPO order; a GPO that is higher in
the list has the highest precedence. Note that GPOs higher in the
list are processed last (this 1s what gives them a higher
precedence). GPOs in the list are objects; they have context
menus that you use to view the properties of each GPO. You
can use the context M§BPfeCRD APBEN and modify general
information about a GPO. This  information includes
Discretionary Access Control Lists (DACLs, which are covered
in the Security Group Filtering section of this document), and
lists the other site, domain, or OUs to which this GPO is linked.

7. Click Close | o S

Administrative Control of Group Policy
The .adm file consists of a hierarchy of categories and
subcategories that together define how options are
organized in the Group Policy user interface. o *
To add administrative templates (.adm files) |
| In the Group Policy console double-click Active
Directory Users and Computers, select the domain or
OU for which you want to set policy, click Properties,
and then click Group Policy . |
7. In the Group Policy properties page, select the Group
Policy Object you want to edit from the Group Policy
objects links list, and click Edit to open the Group
Policy snap-in. ol
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3. In the Group Policy console, click the plus sign (+) next
to either User Configuration or Computer |
Configuration. The .adm file defines which of these |
locations the policy is displayed in, so it doesn't matter
which node you choose. |
4. Right-click Administrative Templates, and select |
Add/Remove Templates. This shows = list of the
currently active templates files for this Active Directory
container. | |
J. Click Add. This shows a [ist of the available .adm files |
in the Y%systemroot%\inf directory of the computer
where Group Policy is being run. You can choose an
.adm file from another location. Once chosen, the .adm
file is copied into the GPO.
To  set registry-based settings using !
administrative templat rfect24u.ocm )
1. In the GPWalkthrough console. double-click Active '
- Directory Users and Computers, double-click the |
reskit.com domain, double-click Accounts, right-click |
the Headquarters OU, and then click Properties .
2. In the Headquarters Properties dialog box, click
Group Policy .
3. Double-click the HQ Policy GPO from the Group '
- Policy object links list to edif the HQ Policy GPO. |
4. In the Group Policy console, under the User
Configuration node. click the plus sign (+) next to |
Administrative Templates .
5. Click Start Menu & Taskbar. Note that the details
pane shows all the policies as Not configured .
6. In the details pane, double-click the Remove Run menu
from Start menu policy. This displays a dialog box for |
the policy as shown in Figure 8 below. |
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Figure 8: Remove Run menu from Start Menu
7 In the Remove Run menu from Start menu dialog

box, click Enabled .

Note the Previous Policy and Next Policy buttons in the
dialog box. You can use these buttons 10 navigate the
details pane to set the state of other policies. You can
also leave the diﬁ@ﬁfﬁﬁyﬂﬂeﬁ%ﬁd click another policy
in the details pane of the Group Policy snap-in. After the
details pane has the focus, you can use the Up and
Down arrow keys on the keyboard and press Enter to
quickly browse through the settings (or Explain tabs)
for each policy in the selected node.

8 Click OK. Note the change in state in the Setting
column, in the details pane. This change is immediate; it
has been saved to the GPO. If you are in a replicated
domain controller (DC) environment, this action sets a
flag that triggers a replication cycle. |

If you log on to a workstation in the reskit.com domain with a
user from the Headquarters OU, you will note that the Run
menu has been removed.

Configuring Group Policy Setting |

The IT professional describes steps to configure a security
policy setting on the local computer, on a domain-j oined
computer, and on a domain controller.
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You must have Administrators rights on the local computer, or

you must have the appropriate permissions to update a Group
Policy Object (GPO

) on the domain controller to perform these
procedures,

Configuring Security Policy

To configure a setting for your local computer
l. To open Local Security Policy,

click Start,

type, secpol.msc

2. Navigate the console ftree to Local Computer
Policy\Windows Settings\Security Settings

o Click Account Policies to edit the Password
Policy or Accoﬂﬁifﬁg&ddﬁpﬁmicy :
o Click Loecal Policies to edit an Audit Polic

a User Rights Assignment,
Options . |

3

_ Cr 10 perform
these procedures.
1. To open the MMC and add the Group Policy Object
Editor, click Start, type mmec.msc .
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3 On the File menu of the MMC, click Add/Remove
snap-in, and then click Add .

3. In Add Standalone Snap-in, double-click Group
Policy Object Editor .

4. In Select Group Policy Object, click Browse, browse
to the GPO you would like to modify, and then
click Finish . | |

5 Click Close, and then click OK .

This procedure added the snap-in to the MMC.
6. In the console tree, locate GroupPolicyObject
[ ComputerName] Policy, click Computer
Configuration, click Windows Settings, and then
click Security Settings .
7 Do one of the following: |
o Click AceRfff¥@Hdusaomat the Password
Policy or Account Lockout Policy .
. Click Local Policies 0 edit an Audit Policy,
a User Rights Assignment, or Security
Options . T
. Click Event Log to edit event log settings.
% In the details pane, double-click the security policy
setting that you want to modify.

Configuring an Audit Policy

An audit policy defines sccount limits for a set of users of one
or more resources. It comprises rules that define the limits of
a policy and workflows to process violations after they
occur. Audit scans use the criteria defined in an audit policy to
evaluate whether violations have occurred in your organization.

Auditing implementation has several steps:
| Enable auditing on the domain controller.
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2. Select objects to audit, and set the System access contro]
lists (SACL) for the objects.

3. Configure the event

4. Protect the audit daté.;.ym unauthorized access or
modification.

5. Review and maintain the audit logs,
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From the Start menu, select | Control Panel | Administrative

Tools | Server Manager.

Expand and click Roles (Figure Be) |
Choose Add Roles and follow W€ wizard by selecting the

DNS role (Figure C .)
Click Install to install DNS in Windows Server 200% Figure D )
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Install DNS
DNS console and configuration

After installing DNS, you can find the DNS console from Start | All
Programs | Administrative Tools | DNS. Windows 2008 provides a
wizard to help configure DNS.

When configuring your DNS server, you must be familiar with the

Dol g Ccopts: perfect24u.ocm
Forward lookup zone
Reverse lookup zone

e Zone types

A forward lookup zone 1s simply a way to resolve host names to IP
addresses. A reverse lookup zone allows a DNS server to discover the
DNS name of the host. Basically, it is the exact opposite of a forward
lookup zone. A reverse lookup zone is not required, but it is easy to
configure and will allow for your Windows Server 2008 Server to
have full DNS functionality.

only if AD is configured. If it is configured and you select this option,
AD will store and replicate your zone files.
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A Standard Primary zone stores the database in a text file. This text

file can be shared with other DNS servers that store their information

in a text file. Finally, a Standard Secondary zone simply creates a
| copy of the existing database from another DNS server. This is
primarily used for load balancing.

| To open the DNS server configuration tool:

1.

' 2.

s

Lo

10.

11.

' 12.

13.

14,

Select DNS from the Administrative Tools folder to open the
DNS console.

Highlight your computer name and choose Action | Configure
a DNS Server' to launch the Configure DNS Server Wizard.

Click Next and choose to configure the following: forward iy

lookup zone, forward and reverse lookup zone, root hints
only (Figure E .)

Click Next and then click Yes to create a forward lookup
zone (Figure F .)

Select the appropripefi@tiZ24ioaconinstall the desired Zone
Type (Figure G .)

Click Next and type the name of the zone you are creatmg
Click Next and then click Yes to create a reverse lookup
zone.

Repeat Step 5.

Choose whether you want an IPV4 or IPv6 Reverse Lmlcup
Zone (Figure H .) e
Click Next and enter the information to 1dem1fy the reverse
lookup zone (FigureI .) |
You can choose to create a new file or use an ex:lstmg DNS:
file (Figure J .)

On the Dynamic Update window, specify how DNS accepts
secure, nonsecure, or no dynamic updates.

If you need to apply a DNS forwarder, you can apply it on the
Forwarders window. (Figure K .)
Click Finish (Figure L .)
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Larere TEe .

Choose new or existing DNS file
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Forwarders window

Finish

Managing and Trouble Shooting DNS records
You have now installed and configured your first DNS server, and

-

you're ready to add records to the zone(s) you created. There are

various types of DNS records available. Many of them you will never -

use. We'll be looking at these commonly used DNS records:

Start of Authority (SOA)
Name Servers
Host (A) B
Canonical Name (C} AME) or Alias
Mail Exchange (MX)
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Start of Authority (SOA) record

The Start of Authority (SOA) resource record is always first in any
standard zone. The Start of Authority (SOA) tab allows you to make
| any adjustments necessary. You can change the primary server that
| holds the SOA record, and you can change the person responsible for
| managing the SOA. Finally, one of the most important features of
Windows 2000 is that you can change your DNS server configuration
without deleting your zones and having to re-create the wheel (Figure M .)

Change configuration

Name Servers
Name Servers specify all name servers for a particular domain. You

set up all primary and secondary name Servers through this record.

To create a Name Server, follow these steps:

1 Select DNS from the Administrative Tools folder to open the
DNS console. ' |
Expand the Forward Lookup Zone.
Right-click on the appropriate domain and choose Properties
1 (Figure N .) PR
| 4 Select the Name Servers tab and click Add.

5. Enter the appropriate FQDN Server name and IP address of
the DNS server you want to add. |

W 1
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Name Server

Host (A) records

A Host (A) record maps a host name to an [P address. These records
help you easily identify another server in a forward lookup zone. Host
records improve query perfunnapgqﬁg(;@hiplemm environments,
and you can also create a Pointer (PTR) record at the same time. A
PTR record resolves an IP address to 2 host name. |

To create a Host record:

1. Select DNS from the_Administréti?ﬂ Tools folder to open the
DNS console. |

2. Expand the Forward Lookup Zone and click on the folder

representing your domain.

From the Action menu, select New Host. |

. Enter the Name and IP Address of the host you are creating

(Fignre Q) - . | |

5. Select the Create Associated Pointer (PTR) Record check box
~ if you want to create the PTR record at the same time.
- Otherwise, you can create it later.

6. Click the Add Host button.
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A Host (A) record

Pointer (PTR) records
A Pointer (PTR) record creates the appropriate entry in the reverse
lookup zone for reverse queries. As you saw in Figure H, you have
the option of creating a PTR record when creating a Host record. If
you did not choose to create your PTR record at that time, you can do
it at any point. ==
To create a PTR record: perfect24u.ocm S R e =
1 Select DNS from the Administrative Tools folder to open the
DNS console. | |
9 Choose the reverse lookup zone where you want your PTR
record created. |
3. From the Action menu, select New Pointer (Figure P .).
4. Enter the Host [P Number and Host Name. =
5. Click OK.

New Pointer
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Canonical Name (CNAME) or Alias records
A Canonical Name (CNAME) or Alias record allows a DNS server to
have multiple names for a single host. For example, an Alias record
can have several records that pomnt to a single server in your
environment. This is a2 common approach if you have both your Web
server and your mail server running on the same machine.

To create a DNS Alias:
1. Select DNS from the Administrative Tools folder to open the
DNS console.
2. Expand the Forward Lookup Zone and highlight the folder
representing your domain.

3. From the Action menu, select New Alias.
4. Enter your Alias Name (Figure Q )
5. Enter the fully qualified domain name (FQDN).
6. Click OK.
perfect24u.ocm

Alias Name

Mail Exchange (MX) records

Mail Exchange records help you 1dentify mail servers within a zone in
your DNS database. With this feature, you can prioritize which mail
servers will receive the highest priority. Creating MX records will

help you keep track of the location of all of your mail servers.



https://www.perfect24u.com/

To create a Mail Exchange (MX) record:

1 Select DNS from the Administrative Tools folder to open the
DNS console.

Expand the Forward Lookup Zone and highlight the folder
representing your domain.

3 From the Action menu, select New Mail Exchanger.

4. Enter the Host Or Domain (Figure R .)

5 Enter the Mail Server and Mail Server Priority.

6. Click OK. |

oY

Host or Domain
Other new records o g
You can create many other types of records. For a complete

description, choose Action | Other New Records from the DNS

console (Figure S). Select the record of your choice and view the
description.

Create records from the DNS console
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A password should not include any of the following:

o All or part of the user’s account name.

« User's name or e-mail alias. T

« Name of the user's child, parent, spouse/partner, or friend.
e Anyword foundina dictionary. .

e« 0Old password that is reused by appending numbers.

e User's birth date. _

User's phone number. |
« User's Social Security Number or other identification number.

Any easily obtained personal information (for example, a city of
birth). '
A strong password consists of the following:

e At least eight characters.
Characters from three of the following four categories:

Uppercase letters (A through Z)

®

| o Lowercase letters (p@ﬁ@tﬁ@zﬂj .0CMm
L
L

Numbers (0 through 9)
Nm—alphanumeric characters (for example, !, S, #, )%

| BACKUP WITH WINDOWS SERVER 2008

| Planning Backup Policy on Windows Server 2008

] Before you can backup Server 2008 you need to install the
| backup features from the Server Manager. i

| 1. To install the backup features click Start — Server

7 Next click Features — Add Features
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: o the bottom and select bbth the Windows Server
Backup and the Command Line Tools

| ‘perfect24u.ocm
4. Click Next, then click Install

BACKING UP SERVER 2008 ACTIVE DIRECTORY
Now that we have the backup features installed we need to
backup Active Directory.
In Server 2008, there is no option to backup the S

- . . St
d_athr.u-'_ the normal Ip utility. p e

,, —
- "
Ll
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We need to go "command line" to backup Active Directory.
1. Open up your command prompt by clicking Start and type
"emd" and hit enter.

2. In your command prompt type "wbadmin start
systemstatebackup -backuptarget:e:” and press enter.
Note: You can use a different backup target of your choosing
3. Type "y" and press enter to start the backup process.

When the backup is finished running you should get a message
that the backup completed successfully. If it did not complete

properly you will need to troubleshoot.

Now you have a system state backup of your 2008 Server! |
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If you accidentally delete an OU, group, or a user account and
it's already replicated to your other servers. We will need to
perform an authoritative restore of the Active Directory object
you accidentally deleted.

1. To do this you will need to boot into DSRM (Directory
Services Restore Mode) by restarting your server and pressing
F8 during the restart.

2.Choose Directory Services Restore Mode from the
Advanced Boot menuy.

Advanced Boor o PTi1oms

3. Login to your server with your DSRM password you created
during Active Directory installation.

4. Once you're logged into your server and m DSRM safe mode,

OP€n a command prompt by clicking Start, type "emd", and
Press enter.

3. To make sure you restore the correct backup it's a good idea

10 use the "wbadmin get versions" command and write down
the version you need to use.

5. Administra tor: C:\Windows \system322\cmd.exe

B S

e —— e

e 1_;?&‘-._:'“1 LY get Ve L O
whadmin 1.8 Backup ommand—-—line tool

CCD Copuright 2084 Microsoft Corp.

Bai la 2 Time:s 4.1 2720809 "7- 'Y PM
1

Bac o I T a e S el Di=sk Labhe led S
Version identif ler: B4/15 /208809 MZ:=39

GCan Recouvep: Applicat ion<s ), System State
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6. Now we need to perform a non-authoritative restore of Active
Directory by typing 'whadmin start systemstaterecovery -
version:04/14/2009-02:39".

Note: The version of backup will vary depending on your
situation. Type "y" and press enter 10 start the non authoritative

restore.
7. Go grab some coffee and take a break while the restore

completes.

. Administrator: C:\Windows\system32\om

C:xD>whadmin get VEFS ions :
whadmin 1.8 - Backup command—line tool
(C) Copyright 2084 Microsoft Gorp.

. P
- 1 " , - N = g L .:_. - 3 . £
. e 'r—"li.._:.nh':'!f—?.i-.—‘ﬁ!‘r:ﬂi‘ﬂ LTy U S S

Backup time: 4/1 4/2009 7:39 PN

Backup targekt- Fixed Das k labeled I s
Uerscion identifier: A4-15 /200982 :39

Can Recover: Applicat ions). System State

C:\Jwbhadnin start systens tateprecovery ~Version: g4/15/72809-82:37
whadmin 1.9 Hackup Commv-ya . 131 tnol
() Copyright 2084 Microsor b e

Do you want to start the system state recovely gperation?

[¥] Yes [N] No _

8 You can mark the sysvol as authoritative by adding the —
authsysvol switch to the end of the whadmin command.

E i - -“1]— !‘ﬂ!]]:ﬁ ;?Y-Iﬁ:- _:-'-l—:'t_—'-!:‘.' ‘ml x
o 3m s ?:ii;ﬂ'gwu ﬂ'—_:l !q-l': .-:."':r_ r-_:i - = -J.

||. W '.-'.‘I"r

C:\)ubadnin start systemstaterecouery sersion:R4/15/208982:37 -a
whadnin 1.8 - Backup conmand-iine tool
(C) Copyright 2084 Microsorf LOrp.

| " il # & 1 2 % X & il : - - ; )
Ihj. Lo want to St art the sys ten 2ta Fe PRCOVERY DPEYa 100 .

Y1 Yes [N] No

9. But if you want to restore a specific Active Directory object
then you can use the ever familiar ntdsutil.
For this example we are going to Testore a uset account with a

distinguished name of CN=Test

" Bl
o 1 5
. !
L) - e
'R =
A

-l' i -
L — d
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User,CN=Users,DC=home,DC=local. So the commands
would be:

ntdsuftil

activate instance ntds

authoritative restore

restore object "en=Test User,cn=Users,dc=home,dc=local"

M besdo e 9losy LRITIT |-ul i"i'!l.lt'l'_t' p Ll

10. Reboot your server into normal mode and you're finished.
The object will be marked as authoritative and replicate to the
rest of your domain.
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HISTORY OF LINUX

In August 1991, A student from university of Helsinki in
Finland began a post to the Camp os.minix, news group with wo
Hello every body out there using minix, I am doing a free operating
System (Just a hobby, won’t be big and professional like GNU) for
386(486) at colons. Name Linus Torvalds,”

The hobby he spoke of eventually become what we know today--LINUX

AtthatumeUNIXandotheroperaungsystemswasmsﬂy
then PC hardware. While versions of UNIX have long been available
for PC’s. They never had the grace of power of operating system
available for mini computers, mainframes and today servers. This
lack of accessing ultimately give birth to LINUX as a means to make
a UNIX like operating system available on wide spread basis.

Today’s Linux was developed with the assistance of
programmer’s word wide; Linus Torvalds still retains control of
evolving core of Linux opemqngmmmd 0000000
In march 1992, version 1.0 of the Kernel was. fnstoﬁmal rclease nf |
Linux.

MAIN FEATURES AND ADVANTAGES GF LINUX
Linux system offers many salient features, ﬁ:ar example

1) MULTITASmG CAPABILITY
Full multitasking and 32-bit support. Lmum,lsarmlnmlmashng'

system, allowing multiple users to run many programs on the same
system at once.

2) MULTIUSER CAPABILITY

Multiuser operating system permits several users to use the same
computer to carry out their computing jobs. can run programs, access
files and print documents at the same time.

3) SYSTEM PORTABILITY

Linux has this outstanding feature that it is not written for specific
hardware platforms. It can be ported to another system (installation)
without the need to make any major changes.
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gin is simply the name that you

supply to Linux to identify yourself to the operating system. Linux

keeps track of which names are permitted to log in or access the
System, and only allows valid users to have access.

a- Another level of security is when it comes to accessing files.

Three permissions "Read, Write and Execute" can be assigned by the

perfect, star office, applixware, Linux offers powerful tools for
editing text files and processing .Fétrfgmg@md fashion,

b. Programming Languages
There is a wide variety of Programming and scripting languages &
tools available for Linux |

c. Internet tools

In addition to Supporting Well-Known software such as Netscape

6. DOS and Window compatibility
Linux can run DOS software with 3 high degree of stability and

compatibility and offers several approaches to run Windows software,
Wabi,Wine, VM ware
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7. Linux is free Software £
Iinux kernel and most of the applications written for Linux are
available for free on the Internet, often with no restriction on the
copying and redistribution of the software. | |

8. Virtual memory and shared libraries. :

[inux can use a portion of your hard drive as virtual memory,
expanding your total amount of available RAM. Linux also
implements <hared libraries, allowing programs that use standard
<ubroutines to find the code for these subroutines in the libraries at
~untime. This saves a large amount of space on your system, |

0. Linux supperts (almost) a1l of the features of commercial
versions of UNIX. | |

In fact, some of the features found in Linux may not be available on
other proprietary UNIX systems | kS
10.GNU software suppor t(Free Software’s).
Linux supports a wide range of free software written by the GNU
Project, including atilities such as the GNU C and C++ compiler,
gawk, groff, and so on. MPeriéct2 4y e system utilities used by
Linux are GNU software |

11. Built-in support for networking, multitasking, and other
features

12. X Windows System. The X Window convert text base Linux to
graphics Operating system A complete version of the X Window
System, known as XFree86, is available for Linux. The X Window
System is a Very powerful graphics interface, supporting many
applications |

Hardware Requiremernt

You can run an entire system from 2 single, high-density 5.25-inch
floppy. but Hardware requirement depends upon Linux software &
accessories selection. |

Component Minimum ‘Good Pc__
Processor 386 | Pentium 133
RAM IMB . |32 OAMB
Hard disk 150 MB ~ [1GB =l
Display VGA, Mouse, - | -

CD-ROM Etc
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STRUCTURE OF THE LINUX SYSTEM

— | Users

| Standard Utility,
User Mode—p Proptamns
Shell, Editors, Compiler
gt :
Standard Library .
Open, Close, Read, Write, format
ete. |
Linux Operating System
v Process Management Memory
Management,

IO Management etc.

Kernel Mode [—

Hardware
CPU, RAM, Disk, Terminal etc.

ST perfect24t-o€
Linux Tools and Applications: |
The outermost layer of the Linux operating system is its tools and
applications. These tools can be invoked from the command line
itself and help perform the ly-to-day as well as complex tasks of
the system. : | _

It is the core of the system. It controls all the tasks, schedules all
the processes and carries out all the crucial functions of the
operating system. All operating systems have a kernel that
contains thousands of routines to carry out the numerous tasks
that the operating system has to handle. The major duties of the

kernel are as under: | |
1)To keep track of the programs that are executing
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ii)All processor time to each and also decide when one
program stops and another starts.

iii)lt also handles exchange of information between
computer and its terminals, tape drives and printers.

LINUX FILE SYSTEM

To store data in a computer system so that you can
etrieve it at some time in the future, you place it in a file in the
file system and give the file a filename so that you can reference
it again later on. Files are, stored on magnetic disk and hence
continue to exist even if the computer is switched off and also set
permission on it
Linux distinguishes three types of files in its file system —
An ordinary file has no internal structure imposed on it by the
system - it is simply a sequence of characters.
A directory file stores p@ffg@&t}ml o8Ryut other files and
directories. This enables Linux to organize its file system mto a
hierarchy of files and directories. ' |
The special files are the input/output devices attached to a
particular computer system.
Important Directories in the Linux File System
Most of the directories that hold Linux system files are
nstandard.” some of the most important directories on your
Linux system. |
/ This is the root directory. It holds the actual Linux
program, as well as subdirectories. Do not store your own files
here.
/home This directory holds users' home directories. After
logging to the system this is PWD for a user |
/bin  This directory holds many of the basic Linux programs.
bin stands for binaries, files that are executable and that hold
text only computers could understand. _
jusr This ~ directory holds many other user-oriented
directories. Like games, help files
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/dev  Linux treats everything as a file! The /dev directory
holds devices. These are special files that serve as gateways to
physical computer components. For instance, if youy Copy to
/dev/fd0, you're actually sending data to the system's floppy
disk. Your terminal is one of the /dev/tty files. Partitions on the
hard drive are of the form /dev/hd0. Even the system's memory
is a device! |

/usr/sbin This directory holds System administration files.
If you do an Is -, you see that you must be the owner, root, to
run these commands.

/sbin  This directory holds system files that are usually run
automatically by the Linux system.

/etc  This directory and its subdirectories hold many of the
Linux configuration files. These files are usually text, and they
can be edited to change the system's configuration .

~Jleand Directories: eclories: . __perfect24u.ocm :
A file as a container of -mfarm%nnn. Once information is stored in
a file, it will remain there unti] it is changed or the file is removed
from the system. '
A Linux allows filenames to be up to 256 characters long.
These characters can be lower- and uppercase letters. numbers,

and other characters, usually the dash (-), the underscore ( ),
and the dot (). |

DIRECTORY

A directory is simply a file that contains the names of other files
and information about how to locate them. There is no limit
imposed by Linux on the number of levels of sub-directories that
may be created by a user, ===

OME DIRECTORY:

duectory is called the home directory When you login
successtully, Linux makes your home directory the current
directory and you are then ready to begin your session. You can

e
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create, modify and delete files; you can also make and remove
sub-directories. |

File naming Rules: ST
1) A filename must be 1 to 255 characters long.

2)  All characters are legal except (/) which is used for

separating directory levels and files. -

3) Spaces and tabs must be quoted if used as a part of
' Flename. Avoid using following characters:

( ? X & A $ #@
) | st H

/ \ | j 5 __',,_.; >

~ space Tab Esc Ctrl-characters
4) A (.) at the beginning of a filename hides it from Is command.
5) Upper and lower case characters are interpreted.

differe:ntly.'IMPisel: erept fromtmp.
6) Do not use followir o %ﬁhﬂ'@ Bf filename:

s i =
| Wildcards:
' *It matches any string with zero or more characters .
? It matches any single character. - |
[characters) It matches any one of the character enclosed in [ Jel-c2 -

will match characters ¢l through ¢2
[ characters] It matches any one of characters not enclosed in .] [

Examples using wildcards: |
¢ Is *.db It displays all files ending with .db =9

Is [0-9]* It displays all files beginning with a number
Is [10-9]* It displays all files not beginning with a number
Is *.[bdfg] It displays all files ending with characters b, d,forg
Is |(m*)lt displays all files not beginning withm

2.
| 3.
4.
5.

The Shell: , | ks
It is the command interpreter of the operating system. It accepts
commands from users and analyses and interprets these
" commands. Most of the Linux commands are executable C
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programs. Shell interprets user command and starts executing
appropriate executable file. It then request kernel to carry out
actual transfer of data which finally leads to output that is
displayed on the screen of the terminal Shell acts as middle man
between kernel and user of the operating system. These shells are
mainly used with Linux:

1) Bourne Shell (sh):

This is one of the most widely used shells in the Linux -

world. It was developed by Steve Bourne of AT&T Bell
Laboratories in the late 1970's. It is the primary Linux command

interpreter and comes along with every Unix system. It introduced

many shell concepts such as the ability to test program for success
of failure status, allows for sophisticated scripting (Programming)
but lack of features such as history list and command line editing.
The prompt used by the Bo%?félag A0 Benhinux installation is
shown by a ($) dollar sign.

2) C Shell (Csh):

The C shell was developed by Bill J oy at the University of
California at Berkeley. The C shell is the default shell in the
Berkeley version of Unix. It has a few principal advantages over
the Bourne shell. .

(1) A history mechanism: The C shell remembers the
commands that the user types and allows him to recall them
without having to retype them.

Aliasing: The C shell permits you to call frequently used
commands by your own formulated abbreviations. This is a type
of "macro" facility that is available at the command line.
Arithmetic calculation and comparison ,testing can be performed
by the shell itself.

3) Korn Shell (Ksh):

Developed by David Korn at AT&T, this shell was designed to be
much bigger than the Bourne shell and includes several features
that make it more superior. It includes all the enhancement of C
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shell like command history and aliasing and offers a few more
features itself which makes it more efficient than the Boumne shell.

4) Bourne Again Shell (Bash) |

it is the most common shell installed with Linux Distribution. It is
based on Bourne Shell and provides additional feature set
including command line editing . a history list and filename
completion and allow to write sophisticated shell scripts using
Bourne Shell like syntax -

What is Distribution?
Distribution is different sets of applications, utilities, tools and
drivers modules are built on same versions of Kernel (the heart
of the Operating System), can include and can offer different
installation and upgrade programes to ease management of the |
system. perfect24u.ocm |
As windows 98 or Windows NT defines the complete set of
windows utilities applications, and drivers that Microsoft ships.
There is no room for variation in any application, drivers or
Utility | |

But Linux has opened the door to different flavors of Linux
meet differed need. On the same Kernel version they allow to
add are remove applications, derivers and utility and allow to
redistribute their product. Hence each product are called
Distribution |

Following are the different types of Distributions.

1. Red Hat - A
Red Hat Linux distribution from Red Hat Software
(www.redhat.com) has emerged as the favorite Linux
distribution for most users. Red Hat gained fame for its tools for
installation and upgrading the operating system. It introduce
GNOME Desktop some feature are Improve installation,
improved = Administration ~ Tools like LinuxConfig,
Xconfigurator, GNOME Desktop environment for X Windows,
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improved performance  featyres like  Symmetrical
Multiprocessing and offer different RAID Techniques

4

3. Slack ware
Before Red Hat Linux come to fame, slack ware was the
distribution to beat byt still a popular distribution and found on
(www.slackware.com) the distribution offers the full Range of
€xpected utilities, tools, applications, including X windows

(www.debian.org). It is offer free distribution redistribution
right, available source code.

5. Calderg open Linux.,

This distribution can be downloaded at no cost from Caldcra

Website at (Www.calerasystems.com). [t include K desktop

cnvironment and non commercial Star office for Linux, Word |

Installing Liinix( Redhat )
Step by Step guide to installing Redhat

Screen 1 If you have booted your system with the Redhat
installation media or are installing by NFS you will see the -
Redhat welcome screen. Press enter for install in graphical
mode. 1 2
Screen 2 Press next -

Screen 3 for language select English
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Screen 4 Keyboard type. Choose US International

Screen 5 Mouse type. Select your mouse type here and, if you
are going to use this system as a desktop, enable the emulate 3
buttons check box.

Screen 6 Installation type. Choose Custom |

Sereen 7 Disk Partitioning. Choose Manually with Disk Druid
Screen 8 Disk Setup. Delete all existing partitions
(WARNING: ALL Data currently on the disk is erased!)
Depending on your needs, create new partitions. for simplicity,
creating two partitions, one for use as SWap which I make twice
as large as the amount of physical RAM and one for all other
data, called a root partition. Here's how;

Select new then enter the following into the pop-up box;

file system type swap |

size (2x RAM) e.g. 64 _

then OK | perfect24u.ocm

then;

Select new

enter the following into the pop-up box;

Mount Point /

File system type EXT3 |

and click the Fill to maximum allowable size checkbox

then click OK

You should now have two visible partitions, called /dev/hdal
and /dev/hda2 underneath the /dev/hda entry. One will be type
EXT3 and one will be type swap. SEE L BERE 10
At this stage we have finished configuring partitions. Click next
to go to the next screen.

Screen 9 Boot Loader. Grub is the preferred boot loader and the
default options are suitable, 0 nothing needs to be changed |
here. Click next

Screen 10 Network configuration. You will see a list of your
network interfaces (such as eth0). Configure each one to suit
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your own physical network requirements,

here we don't use DHCP for wired machines S0 we select to
configure manually and enter the IP information in the box
provided.

Note that your wireless card probably has not been detected by
this stage. Don't worry we'll configure it later.

Screen 11 Firewall configuration. If you intend to run NoCat
your entries here will be superseded by the NoCat configuration
process. For the purpose of the initail configuration, select
Medium security level and ETHO as a trusted device. Allow
Incoming ssh.

Screen 12 Additional Language Support. Select Other language
from the list and uncheck English (USA)

Screen 13 Time zone. Click on the map of pakistan to set the
time zone.

Screen 14 Root password. Thjgéwggnz's,mbm we set the
password for the super-user.Create a root password that you
will remember. Click OK then Next

Screen 15 Authentication Configuration. The default settings
don't need to be changed. Click Next.

Screen 16 Package selection. The packages you chose here will
depend on what you want to do with your system, so the
recommendations we make below are guidelines. Anything that

Here it is section by section:

In Editors Emacs can be removed and vim-enhanced can be
added ' |

In Graphical Internet evolution, gaim, mozilla-mail, pan and
xchat can be removed. |

In Office/Productivity mrproject and openoffice can be
removed.

In Sound and Video Any selected packages in this section can
be removed.
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In Graphics gimp, gimp-data-extras, gtkam, sane-frontends,

xsane and xsane-gimp can be removed. Cra

In Server Configuration Tools select all ofthe GUI

configuration tools you require for the various services you

ntend to have on the box. You may find redhat-config-bind,

redhat-config-httpd, redhat-config-network and redhat-config-

services useful. | ECTGRIC T

In Web server select all that are applicable for your situation if

you intend to use this system as a web server in addition toan

Access Point. For use with NoCat you will need mod_perl and

mod_ss! | |

In Network Servers Select all of the services you wish to run.

For our Access Point we need ZEBRA and DHCP cipe, pxe, rsh-

server. talk-server, telnet-server and ypserv can be removed.

In Administration Tools select all of the GUI config tools that

you think you require. ’I‘heg are safe to install even if you don't

end up using them. pertect24u.ocm N e S

In System Tools amanda, ethereal, ethereal-gnome, nmap and

nmap-front-end are useful and can be installed and we will use

shapecfg in appendix C for configuring bandwidth £

', management.

| Click next to being the actual RedHat installation. The install .
process will begin by formatting the new partitions and )
installing the various packages required for a functioning Linux

| system. The installation should take approximately 25 minutes.

At the end of this process, configure the X display system for .

your hardware if required. It is a good idea to turn off Graphical

login type at this point. You will be presented with the optionto -

create a bootdisk once the install is complete. It is a good idea |

to do so.

Turning off unnecessary services b R = o

One last job remains; after you have logged into your system . .

and are satisfied that it is working correctly, we'll tumn off some

of the plethora of services that Redhat has enabled, - . |

Access it with this command; | ‘

- - -
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A menu will come up. Scroll down to System services and press
enter to select it. You will see a Jist of services, those with an

asterix are enabled. Disable the following services by high-
lighting the asterix and pressing the space bar.

anacron Scheduling daemon

apmd Power management daemon

atd Scehduling daemon

autofs Automounting of remote filesystems
cups Unix print daemon

gpm Console mouse support daemon

isdn isdn

iptables F irewalling |
kudzu Hardware maintenanc;{slg &H4u ocm
netfs Remote file system mourter dasmon

nfslock Network File System daemon

pemceia PCMCIA monitor daemon

portmap RPC control daemon

rhnsd Redhat update daemon

sendmail Mail server daemon

xinetd TCP/IP services super-daemon |

This leaves us with only these services enabled; crond,
keytable, network, random, rawdevices, sgi_fam, sshd,
syslog and xfs which will make the system more responsive.
Note that xfs, the X font Server, can be disabled as well if you
have no intention of runnin g X.

Reboot and test

You may like to reboot your system now to make sure that it
comes back up OK. Reboot with this command;

ONce your system comes

back up and ybu're satisfied that it is
functioning nominally,

—————
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LINUX FILE SYSTEM MANAGEMENT

badblocks
cfdisk
debugfs
df
dosfsck

du
dump

dumpe2fs

e2fsck
eZ2label

exportfs

fdisk
fdformat

fsck
hdparm

mkfs

mke2fs
mkswap
mount

rdev

rdump
rmt
restore
setfdprm
swapoff(8)
swapon(8)

sync

tunelfs

umount

Used to search a disk or partition for badblocks. ]
Similar to fdisk but with a nicer interface.

Allows direct access to filesystems data structure .
Shows the disk free space on one or more filesystems.
Check and repair MS-Dos filesystems.

Shows how much disk space a directory and all 11:3 files
contain. |

Used to back up an ext2 filesystem. Complement is. restﬂi‘;. | TR
Dump filesystem superblock and blocks group information.
Ex: dumpe2fs /dev/hda2 h S S Eidr

Check a Linux second extended file system.

Change the label on an ext2 file system.

Used to set up file systems to export for nfs (network file
sharing).

Used to fix or create partitions on a hard drive.

Formats a floppy disk. | _

Used to add new M@ﬁtzmﬁﬁmm Must not be run ﬁn a.
mounted file system. v | |
Get/set hard disk geometry parameters, cylinders, heads,
sectors. | §- ~

Initializes a Linux file system. This is a front end thatrunsa
separate program depending on the file system’s type.

Create a Linux second extended file system. R

Sets up a Linux swap area on a d.evic;:' or file.

Used to mount a filesystem. Complement is umount.
Query/set image root device, swap device, RAM disk size of
video mode. What this does is code the device containing the
root filesystem into the kernel image specified. |
Same as dump.

Remote magtape protocol module.

Used to restore an ext2 filesystem.

Set floppy drive parameters,

Used to de-activate a swap partition.

Used to activate a swap partition.

Forces all unwritten blocks in the buffer cachetﬂbe written to
disk. |

Adjust tunable filesystem parameters on second extended
filesystems. '

Unmounts a filesystem. Complement is mount.
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CREATING A USER ACCOUNT

When you first started your Red Hat Enterprise Linux system
after installation, you were given the opportunity to create one
Or more user accounts using the Setup Agent. If you did not
create at least one account (not including the root account) you
should do so now. You should avoid working in the root
account for daily tasks.

There are two ways to create new and/or additional user

accounts: using the graphical User Manager application or
from a shell prompt.

To create a user account graphically using the User Manager :

1. Select Applications (the main menu on the panel) =>

System Settings>= pefecf2Aeroeps from the panel.
You can also start the User Manager by typing redhat-
config-users at a shell prompt.

2. If you are not logged in as root, you will be prompted
for your root password.

3. The window shown in Figure will appear. Click Add
User .

Figure. The Red Hat User Manager
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4. In the Create New User dialog box, enter a username
(this can be an abbreviation or nickname), the full name
of the user for whom this account is being created, and a
password (which you will enter a second time for
verification). The name of this user's home directory and
the name of the login shell should appear by default. For
most users, you can accept the defaults for the other
configuration options. Refer to the Red Hat Enterprise
Linux System Administration Guide for details about
additional options.

5. Click OK. The new user will appear in the user list,
signaling that the user account creation is complete.

To create a user account from a shell prompt:

1. en a shell

2. ?fl;ou are nof lo gﬁﬁr{ﬁ %Ezr%ﬂtof?ﬂe the cnmmand su -
and enter the root password.

3. Type useradd followed by a space and the username for
the new account you are creating at the command line
(for example, useradd jsmith). Press [Enter]. Often,
usernames are variations on the user's name, such as
jsmith for John Smith. User account names can be
anything from the user's name, initials, or blrthplace to
something more creative.

4. Type passwd followed by a space and the username
again (for example, passwd jsmith .)

5. At the New password: prompt enter a password for the
new user and press [Enter].

6. At the Retype new password: prompt, enter the same
password to confirm your selection.

How to add a new user in Redhat
To add a user and set up the directories you want that user to
have, use the useradd command. By default, this will add a
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twice for a password.

NOTE: If you want useradd to create more default directories
than just /home/newuser, you can add them to /etc/skel.
Anything you add to this directory will be created when you add

INSTALLATION APPLICATION SOFTWARE IN LWUX

3. Extract the files with one of the commands. If it's tar.gz use
tar xvzf PACKAGENAME tar. g7 .

4. Jeonfigure,
5. Make.
6. sudo make instal]
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Configuring device drivers in Linux . |
To install hardware devices on Windows SEIvers, admins must

install the appropriate device drivers first. Here arc SOme

guidelines for installing, configuring and troubleshooting device

drivers.
Methods of installing device drivers

Admins can install device drivers on a server in four ways.
' {. Running the Setup. Device drivers are automatically
nstalled for all detected devices during installation of .
Windows 2000 system On the server computer |
7. Starting the computer. Whenever the server i1s started,
new devices are detected and their device drivers are

ii automatically installed ; | |
.o for new hardware.Add/Remove Hardware

) | Wizard can be udegriecteduracme hardware-detection
process and desired device driver installation |

4 Manual installation. You can use the Addeemdve.

Hardware Wizard to specify the device you want to
install, or you can right-click the .INF file that comes

with the driver and choose Install.
Updating and removing device drivers

Administrators often have to update

or remove them.
To update a device driver:
| Start Device Manager by typing 'Devmgmt.msc’ in the
Run dialog box. 5
». Right-click the desired dev ice and select Properties.
2 Click the Driver' tab and then click the Update Driver

button.

the existing device drivers
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To remove a device:
L. Start Device Manager by typing 'Devmgmt.msc' in the
Run dialog box.
2. Right-click the desired device and select Properties.
3. Click the 'Driver' tab and then click Uninstall button

BASIC COMMAND

0) explain the following linux command

clear Command:

The external clear command clears your terminal screen if
possible. | | |

$ clear and press <Enter>

the terminal screen is cleared and the shell prompt $ appears at the
top of the screen. | |

wd Cﬂmmmd-l | perfect24u.ocm
g

pwd command displays the full path of your present working
directory. Present working directory is your current working
directory. The format of the command is

$ pwd

¢d Command:

The internal cd command changes your current working directory.
cd lets you do the following: |

- change working directory G

- change to last previous working directory

- use a string substitute in the current path to change to a
similar directory path |

The general format of the command is:

$ chdir/cd -

$ cd [directory]

$ cd.. The present working directory is changed to previous
working directory.
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mkdir Command:
The external mkdir command makes a new directory. You can

pass multiple arguments 1o mkdir. Each argument is used by
mkdir as the name of a new directory to create.

The general format of mkdir command is

$ mkdir [-m mode] [-p] directory_list

Options:

_mmode:  Mode to use for new directories. This allows you

to specify what mode all of new directories will have when they
are created. | | |
p: Parent directory creator. If you specify a pathname -
‘o create a new directory and the parent directories do not BXISE o
mkdir will create them as needed. | |
Note: You must have write permission for the directory
when you are creating new subdirectories. If no write permission
is available, you will not be able to create new directories.

Examples: Bk perfect24u.ocm _ __
(1)  To create a subdirectory called misc which has another

subdirectory named miscl
¢ mkdir misc misc/miscl

rmdir Command: |

The external rmdir command removes a directory. The directory
must be empty. N R
rmdir is a safe way to perform directory removal than using rm -t
command. It checks the directory for existence of files and
<ubdirectories. If any exists, rmdir complaints and exits without
removing the directory. - -
The general format of rmdir is

$ rmdir /-ps] directory _list

or $ rm -r directory _list

Options: -

p: Removes empty directories specified in the directory path.
Name of each directory is displayed on standard output as it s
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removed. Directories that .
standard error are not removed are displayed on

S:  Suppress any messa
ges produced.
and standard error are suppressed? i

Example_s:
(1) $ rmdir misc/misc] misc

concatenate. Some of the use
3 Display contents of A%%I%W RTS8 under:

- Make a copy of a file. s
- Comb.me multiple files into one file.
- Copy input from your keyboard to a file,

- Send qutpl}t to a pipe used for multiple file mput. |

General format of the cat conim:md is
ﬁm;at [~/ [-su] [~v [-et]] file list

- “Read from standard inpu, reated as one input file
-4¢ trom standard input, treated as one
-S :Error messages for non-exi as one mnput file.

-V:  Prints non-printing characters in wmble fon'n. Control

-t - Print a ] (Cogtrql_-l) in place of tabs.

eitiul ouqau?nff 011; more files in sequential ordcr and write to
1tput. 0 argument i ifie eads.
it e i€nt 1s specified cat reads from
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- To display a file |
(2) § cat mylist yourlist hislist “To display multiple files
(3)  $ cat originalfile > newfile  -Tocopy afile

(4) $catfilel file2 file3 > filel23 - Combining
multiple files |

(5) $cat> newfile - Creating a file from keyboard

{ here you type whatever you like and at the end press Ctrl-D}

Is command:
s command is used to display files and directories names. The
format of Is command is: |
$ 1s [options] [filesnames OT wild cords)
Some of the essential optio ; |
-a: lists all files. Includ;b;egﬁggazeﬁ YR§Marting form “.”
~d: displays data about directories.
-I: long list files and directories. | |
-t: lists file in order of last modification time.
R recursively lists files in all subdirectories. : |
o displays files in reverse alphabetical order of filenames.
_U:  Sort entries by the last access time
«-  Sort files by file extension in alphabetical order

The external mv command moves a file from an existing Jocation -
to a new location. It is also used as the rename command to
change the name of a file. It has three formats: |
- rename a file with a new filename
- move one or more files to reside under a different
directory | B : |
- rename a directory with a new directory name
General format of the mv format is: L
$ mv [-if] filename new_filename
$ mv [-if] filename directory
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- S mv [Lif] old _directory new_directory

-f:  Force the move to occur. Response "Yes" is assumed and

move 18 performed.

-1:  Commands runs in interactive mode. If destination file
already exists, mv prompts you with the filename followed by a
question mark (?). If you respond with "Y' or 'Yes', move is
performed. Any other response will cause mv to skip to next

move.
Examples:
(I)  Display the list of files in the current directory
$1s -x
caller filel  file2 db letters
Now use mv command to rename the file file2 as stuff
$ mv file2 stuff gy
Now display the list pefilect24u.ocm
$1Isx

- copy multiple files to a directory
- copy input from your keyboard to a file
- copy a file to your terminal

General format of the cp command is
$ cp [-ip] source_file dest file
$ cp [-ipr] source file list dest
directory |
$ cp [-ip] source_directory
dest_directory

First format copies one ordinary file to a new file. Second format

will copy one or more files to a specific directory. Third format

|
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allows you to copy an entire directory structure to a new
directory. |

Options: s

4. Interactive confirmation is required. You are prompted if
an EXIStlﬂg file is overwritten. If 'Y' or 'Yes' is given in response,
copy is performed otherwise not.

-p:  Preserve the characteristics of the source file. Ccpy the
contents, modification times and permission modes of the source
file to the destination file.

-r:  Recursively copy any source directories. If a directory is
given as the source file, then all of its files and subdirectories are
copied. The destination must be a dlrectory

Examples:
(1)  $cpletter letterbak # makea backup capy of file letter
(2)  Scpletter ./temp perfect24u.cERY letter to temp
working directory
(3)  $cp/dev/tty note # copy input from
keyboard to file note

(4) $ cp filel stuff# copy filel to file stuff #it
5) $cp calendar letters # copy file calendar ta dnectnry L
letters |
rm command:
The external rm command removes (deletes) fllES or dxmctones
The general format of the rm command is

$ rm [fi] file list

$ rm [-fir] directory list [file list] .. .

Options:

f:  Forces the removal of all ﬁlcs hsted. Dncs mt check

whether file is wnte~pr0tected or not. Does not prompt for
confirmation. If directory i1s wnte-protected, files are never
removed. =

EE Interactive file removal. Response 18 awalted_ %
-  Recursively removes files and directories. All ﬁles are
removed from each directory. Each directory is then removed. If a
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bl

file is write-protected, then rm
remove the file.

Examples:

(1) $ rm stuff

(2)  $rm -ri letters
letters/calendar ? ¥
letters/filel] ? y
letters ?

press Return not to delete letters directory.

# to remove a file named stuff

The general format of the more command s
$ more [-option] [+linenum] [file_list]
or $ page [-option] [+linenum] [file list]

Options:

-f: Do not fold long lines. Count logical lines instead
of screen lines. Normally more truncates lines longer than the
screen width

-8 Squeeze out adjacent blank Imes. Two or more
- blank lines are sroupe

grouped together and are reduced to one blank

-W Prompts and waits for 'a"ny key to be pressed
before exiting, By default more/page will exit without waiting
when end-of-file reaches

-rows : Specifies the No.

L page 4 123

prompts you for confirmation to
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Examples:
(1) type more /etc/passwd  /etc/group /ul/ts/mylogin/filel
and press Return. First screen of /etc/passwd file will appear.
(2)  press Spacebar, next screen of data is displayed. (If the
data in the file has been finished, next file is started) |
(3) type2mnto skip to /etc/group file. The output will look like
.. . Skipping ..
... skipping to file ful/ts/mylogin/filel

—--more—-(Next file: /u 1/ts/mylogin/filel)
(4)  To return to second file, type p tO skip backward to
/etc/group file.
... Skipping
... skipping to file /etc/group

-more—(Next file: /etc/group)

(5)  press Spacebar to moge ffect24 P ochR e

(6)  press Spacebar to MOVE until  (Next  file:
/ul/ts/mylogin/filel) appears | |

At the end, type 'q’ to exit from more.

Grep Command
Search files for lines matching a specified pattern and

display the lines

Syntax Grep [option] [pattern] files
-C ‘nstead of displaying matching lines simply output a count
of total number matching the expression

-1 ignore case in both the pattern and files

-L instead of displaying each line simply display the name
of each file that contains no matches for the pattern .
-n prefixes each out put line its line number in the file

.w Display only those lines with matches for the patterns that
complete word | |

X Display only those lines with matches for the patterns that
complete line -

zip Command
Create a Zip archive from one or more files and directories
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Syntax zip zipfilename file1 file2 file3 |
-T Recursively work with directories adding all files in the
subdirectories to the archive

‘M  move files into the archive deleting them form original
location.

-€ Encrypt the archive after prompting for a password _this
password will be use in extracting

unzip command

Manipulates and extract ZIp archive

Syntax unzip [option] ziped filename

-f: Extract only those files fhat are newer than already-
existing version of the file |

-1 Displays the contents of the archive without extraction
Chmod Command

Change the access permission of one or more files or Directory

Syntax chmod [option] mode files |
ﬁgﬁdn's e perfect24u.ocm |

-V verbose Displays the results of all permission changes |
£ silent Suppress display of error messages when files I
permissions cannot be changed

Mode it is in the form [ugoa][+-=] [rwx] |
u = user who owned the file '

all members of the group that owns the file

anyone who is not the owner or in the owner

© 09
|

a = all user

+ = Specified modes - should be add to already
specified permission | |

s = Specified modes should be remove from already |
specified permission |

= = Specified modes will replace existing permission
I i =, readpermission. . L e e
W = Write permission

L ——
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X = execute permission

Example $ Chmod u+x a.bat will give execute permission to
- user on a.bat file i3

¢ Chmod u-x a.bat  will remove execute permission to
user

¢ Chmod a+x a.bat  will give execute permission to all

user |
¢ Chmod a=rx abat will give read and execute permission o
all user and remove existing permissions |

at command :
Schedules commands to be executed at a specific time. User is
prompted for the commands . Sieis 732 *
Syntax at [options] time BIIZA =
_ffilename: read commands from the specified file rather than
ompting for the co nds | | i '

E;ample Sat 2.|'c3,’%rfect24u.ocm

rm*. Temp  ctrl-d
specifying times ieis
now =specifies the current time

today = specifies the today

tomorrow = gpecifies the nextday
+= specify offsets in minutes hours days of weeks
now+ 2 hours = two hours from now B
oday + 3 days= 3 days form today
Job Control | |
Using Job control, it is possible to use a single shell to execute
and control multiple programs running simultaneously
Normally, when you execute a command, it runs in the
foreground. That is , the shell executes the command and the
prompt doesn’t return until the command is finished - |
Ie. executing a command A

$ find / -name “*.tmp’ —print >findfile

This command searches the entire structure of Linux system for
files with the .tmp extension and store the result in the findfile
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file. While executing this command you won’t be able to run
- other commands while find is running

To place a job in the background is to add an ampersand(&) to the
end of the command when you run it |

$ find / -name “* tmp’ —print &

OnNce you press enter to execute this command, you are
immediately presented with a new command prompt; at the same
time and you will be able to execute the next command same time
thus you can execute multiple task an the same time
iobs command
This command will list all jobs running
$ jobs |
[1]  Running $ find / -name “*.tmp’ —print >findfile &
[2] Running $ Is—IR / “* bmp’ >dirlist &

fg command

This command bring the backg: Fﬂﬂ@fuwomgmund
Syntax fo Jﬂb&g haas

Example S
$fg1

this will bring $ find / -Hﬁe “tmp’ —print >findfile from

background to foreground ie on screen

bg command
This command start the stopped job in the background
Syntax | bg Jobs no

prompt will be available. Where you can run the bg command to
run the stopped command in the background |
Example
Suppose you enter another command

$Is—IR / “* bmp’ >dirlist
This will execute in the foreground then press Ctrl-Z . This wil
Stopped the Isjob |
And give command prompt .to see the all current job

$ jobs T
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[1]  Running find / -name ‘*.tmp’ —print
>findfile &
[2]  Stopped § 1s —IR / “* .bmp’ >dirlist &
Now to start the stopped job ie [2] enter the command and prompt
$ bg 2
to see the result
$ jobs
(1]  Running $ find/-name “* tmp’ —print >findfile &
2]  Running $1s —IR / ** bmp’ >dirlist &
cal Command: ge
The external cal command generates a simple calendar and write
i+ to the standard output. The default output for cal is current
month. Using specific argument, a calendar for specific year or
year and month can be created. Valid years are 1 to 9999. Valid
months are 1 to 12. issin
The general format of th 1and 18
$ cal [[month] yz?::%%e e
year . Produces calendar for given year
month - Produces calendar for specified month of given year -

Example:
To create a calendar for September 1924, the command is given

Displays a line of text to your terminal. Some of the feature
use of echo are 1)Display string of text 2) Display variables
3)Display menu screen |
Syntax echo “string”

Example $echo “ my home directory 1S $home™

write Command: | | | 30 o
The external write command sends messages you type on your
terminal to another user's terminal. wri ‘reads the standard mput

nd writes to the specified user’s terminal tty. The write command

-« used to communicate with the fellow users on an interactive
basis. It is useful to send a brief message to someone immediately
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Or to carry on conversations using terminals. The general format of
the write command is
$ write user name [tty]

Options: =

Examples:

(1)  Create a file and type some message in it, then use the
following commang:

$ write alpha < tempmesg

where all?ha 1S the name of the user to whom the message is to
send while tempmesg is the file containing the text of the

message from mylogin uyll [ date & time |
How are you? I want to meet you in the library at 9:00
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command is commonly used by the super user. It can-also be used
by any user but many Users do not need to send message to every
one on the system. Common formats are: |

¢ wall < mesgfile
or $ cat mesgfile | wall
Examples:
(1) $wall
man Command: | |
The external man command display help about any command to
your terminal screen.
The general format of the man command 1S
¢ man command
Example |
$ man cp
will display help page of cp command.
head Command: p el | .’
The external head commgreléf&n Hzﬁgpﬁ%le first 23 lines of a file
on screen R )
The general format of the head command 1s
$head file name
Example:

$ head abc
will display first 23 lines of abc file .
tail Command: | 2l s
The external tail command will display the last 23 lines ofafile
on screen. |
The general format of the tail command 18
$ tail file list |
Example $ tail abc
will display last 23 lines of abe file .
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- used according to the requirement. The general format of mail
command 1s
$ mail options
To read mail, use the following command
$ mail
all the messages stored in the mailbox can be displayed.
To send mail to another user of the system, the following
command is used:
$ mail user name
(1)  To send mail to a user named alpha
$ mail alpha and press Return. The following screen

The display will show maif VErSion .......... 01/29/99 Type ? for
help

$ shutdown options time [massage]
option
-h  will halt after shutdown
-T system will reboot after the shutdown _
Time time specified in minutes

Example $ shutdown —h 3 “please save you work , the system
is shutdowning_ in 3 minutes”
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Q.6:- | anmnmnnmytwnufﬁnfnlhm
a)GUI b)Command Prompt c) Free Software

Q.7: - Dimm}rtwnofthefuuowmg.
a)File b)Directory c)Linux Shell

Q.8:- - Exphman}'twuufth:folluw'mglmcw.
i) Is command
ii) mk dir command
i) cd command
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